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International Legal Implications for Hostile Activities

in Cyberspace and Taiwan’s Response Strategies

. . kk
Hsin-Hsuan Lin

Abstract

The rapid development of information and communication technologies has transformed
cyberspace into a critical arena for international political, economic, and military interactions.
Hostile cyber activities—such as espionage, cognitive warfare, and attacks on critical
infrastructure—have become increasingly frequent among states, posing significant threats to
national security and democratic institutions. The regulation and evaluation of such activities
under international law remain in a developmental stage, primarily guided by principles of
the United Nations Charter, including the prohibition of the use of force, state sovereignty,
non-intervention, and countermeasures. However, the anonymity, transboundary nature, and
ambiguity of cyberattacks pose challenges to attribution and legal classification. As a highly
digitized democratic society, Taiwan faces multifaceted threats from hostile international
cyber activities and urgently needs a response strategy that aligns with both international legal
standards and domestic needs. The government has launched the “National Cybersecurity
Strategy 2025,” emphasizing the concept of “cybersecurity as national security,” and established
a joint cyber defense system and a situational awareness and emergency response center to
enhance overall cyber resilience. From the perspective of the evolving international legal
order, this paper proposes a multi-layered response mechanism encompassing political, legal,
diplomatic, and technical dimensions. It offers normative recommendations for institutional
preparedness in Taiwan, including strengthening attribution standards, fostering public-private
collaboration, advancing digital diplomacy, and reforming legislation to enhance cybersecurity

resilience, responsiveness, legal infrastructure, and international cooperation capacity.
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o~ WiFERitt

HAIARTE (digital dependencies ) FlT5 [FEAYBIR 2 2 PkiK - TAEBIZIGEE - 3%
S ELE AN AVE S H s R - H =38 2 A Bt S ) B R B s AT g (et
& o B » EEFNEEE S R s B & R - EREE BB Ry SErh (LR
TEE R B FALE R A E R SRR » R LRI - AT e 28 By & i B i 3
PR 2 BB 35 2 BRI 5 B M B RS B BB 2 » B AEAE R & RO MEEUE H
IR ~ 1B EELIEET - SEEIASEE RS (US. Office of Personnel Management ) &
BB HEGE 2,200 FFERHE SI8EEE - BURBIR A 2 e RS PRI
55 (Citron & Eichensehr, 2025, pp. 49-50) © 2021 4f Colonial Pipeline 3 % $5 {452 1k 32
B R T B i AR R - M 3 TORIERNE L o E I R B RR SR R R
e 22 s B 20 4 o I = BE R I ( Citron & Eichensehr, 2025, p. 50)  » fEJ&H
18 NP HOEAT R B RLERFI IR H A g iz 8%+ 2017 415 FIFEE 4% Equifax
BRI ME R - B SO 1.48 A EE AR » #E— MR P (E & E B
R BB EEYEE A2 (Citron & Eichensehr, 2025, p. 50) © JL4h » B EAT AL E%EL
0 B SR AP v RO o A S T I e A B L v S M Y ) SR R R
2017 4 » WannaCry JR #2272 ERE A 150 R ZVE+ EZEN » WannaCry &
RS PE (- B3R Windows {ESERMERLE) - SN2 s B E N HREFII T E &R -
il 3 TR I S 2 B B ~ SEDUBRIERYE 5 H 0 R s T L i B A4 1 B A
BIMEERE - AEEE TR IR BR R FUE T KRR - SRR 5 2 4= LA L 3t
PRIE » frEB)25 B BURF S B AT g B o R S i st it P 8 2 Y I A B A

(Sigholm, 2013 ) -

S E Ry e WO A R R R Bty IR ik & -+ 2k B Es MUE 1T /iy %
HEE - iR G BIRE R TR R KRN - ASCEAERRET A R H %
IIEE T RS B R 2 2 kB e RS IO T BB B A TB) - 200 Wb B2 i
W% S EIERRIRIEE » £ O MBS O T Ry i R 7 B 5 P R R i 5 5 1 B AR
FETRPRE o 28 = BB Wi BT BSE R - 0035 LR B e 1 T B I B i B
HE GRS J i R 1y s FH PR BRI R » [RIPRFAE fr R B T B R B R 3 T B
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7 (due diligence ) i FT 7 #8 i% 240 B2 5 202 i Y e R B A PR I ) AN SRR T A
FL A BT A H 3 IR B R G BOA T+ =R i RIS ok R 4 i
WA« T RFFIUBRAERG o~ TG ERMERENS, - TREGIEESRS
B EREE 1 0 EMERRS A R U BB & B Rk P 1o 2 B 2 18 RS AR Y

gl_

B HEEEROSTT S LB 1T H) K ¢ BURIE SR BLIR BN B

—  MEAET R EAEERBR

AR P R BB PR 22 4 B 5 R L i AR S8 5K Herbert Lin HYE# - Hof
NS BRI Ky T BE I A TN FIER AR 8 ~ R ~ HCBR ~ [l it B 5 dE
AR B 5 o R R SRR MR 1 TE) (Lin, 2010, p. 63) - MEARANHE
FRIEHE K Oona Hathaway fi5 [ e F5 H B AT 25 B i BH J 1 B 52 44 8 5 B ey e 5 [0 JEE —
fERZ LR © B etz S RS SR E 22 - a0 T U AT o A T R -
HAREEBU IR BIE H 550 % W TREE IR E N - B2 Rt i R R E G
Jita g AR E ARG - AEAERBIEE T - G ASEII SR R E T U 1y
e - BED EBGE T - BETHRE R WIMEE R E 28 Mmaat - MU T B
FIR R B R A2 2K - B TS — S EREITI S FUE E R e

(MRETHE » 2023 » EH 102-107 ; Hathaway et al., 2012, pp. 881-882) -

T IEL, » Wt o M AR TS 8 o B Y A TR S T & L o R M BB v 1R Y
DB - F AR T AR | B A A A U 2 R R 1T E)
JTREMI B SR E I HE - HERUIMIER BB sBUEHEE S - FERA TR Al -
BB BB A iR R B+ T FE— M Fy B 3317 Ky © Oona Hathaway 78R B 5
HEANRMIE - ERTLERE NG SR BRI B AR - Sy N5
TEH AT ERYESR - TS T ARSI, (cyber-attack) ~ THEEEIUTE 4 (cyber-crime)
Bl T PR (cyber-warfare) ;, =FHHYFHEE » AT =& EZAEZR - LR
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PR BCRR A FR S B R BOA BRI e H 1% H 55 S SRS DhRE I T Ry MR SUSERIZ IR
B SR A Ty B AL A P IR & SOTA Y B U SR - T s B U s i 2 DA R
BB NS B RS o IEME R AME T E R S BV E R - WEBIRNETEEEEG
fE4t3% (Hathaway et al,, 2012, p. 833) » =FWIRR AT B4R 1 -

1
HBERIETE ~ BRIV R IR R SR SRR B

FIGURE 1: Relationship between cyber-actions

Cyber-warfare
EFEE e

Cyber-attack
BRI

Cyber-crime

EEIETE

AF AR YEHE W A “The law of cyber-attack,” by O. A. Hathaway, R. Crootof, P. Levitz, H. Nix, A. Nowlan, W.
Perdue, & J. Spiegel, 2012, California Law Review, 100(4), p. 833.

HZXZE# KR © Dennis Broeders » Els De Busser {1 Patryk Pawlak $§H! » B
AT B AR QIR U R g8 1 DA R R M B8 (Broeders et al,, 2020, pp. 6-7) ©
Frpl @ e B S B =R R A8 M (advanced persistent threats, APTs ) SEUHRH R L[5
T FE IR R NN S - AR AR BRI T LRI T B R B T
EAEHYIE (Katagiri, 2021, p.3) o

N RBIRHIE - BT EIEERR 52 AR RE T8 53 HE R M % 22 TR 0 D (R IR L 57
PHI T MR A RO E I ER R T RE (AEABENREARE]) BT h - BEEEERE -
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HRBERERBUNE BHE » SRR Ryl - B 22 R IR R T R 5
EHATAIBLE AT o EAR IR & RSB, 2 st i OB B B iR EE . G
T8 B B T Y S AR RIS =) ( Tallinn Manual on the International Law Applicable to
Cyber Warfare, Tallinn Manual, L) N BT ) 43 BIH 2013 4F ~ 2017 4E6E 8% il
R A PR T A I 2 T A B e el ATk Z B SORKFLE Sy B 5
A GERIB I T 2 B E I 3208 S A e i PR R A T B I RE R R -

AW » BRI AR SR AT S B TR 3R 3 4T Ry U5 THI i itk 2 5 ) T 95 1 (e
(A A {22 M B ek (Katagiri, 2021, p. 3) o £ 16 7 KT B Bt vy B B S S5 v 1
B2 » FEEREA RIS E S A RE R At — Sy B s L 22 - I B
mnE AR - Ry T IR SE R, (Katagiri, 2021, p. 3) » AR » B FRETTHE
BRI LIRS RN R AT e L [ER Z 17030+ RLBS A 20t Bl 5 F 4311
AN5E A — B BRI (Katagiri, 2021, p. 3) © Jth4h - BRIEETT & BRHA MG S 22 AT AR HE A &
AR - R A BORBIFIRE AR RS 5RE R E - T5E e 5 B EER AR
HIFAEE ARSI o BEATE M G Lo PR IR B 0y — 20 ~ R MERYEIR
B AP (Katagiri, 2021,p.3) o

— B=ITEIEESE (hacktivists) ZEIEEH

kAN Ll - S EE N 2 R IR R AT R G R A IR E - AL B
e g% 22 ] A R B 52 4T TR 3 B REL A Y R B R R B T DUR AR MR B9 20 (Sigholm,
2013) - gL - BREATEI ERA TR NEGETTBURBO S - BEIT RS
MG - RFFRARIR IZEH - I HERZEEEGE - EHREEEEE - B
AT Ry st M (defacement) ~ MBS A HEIE (redirects) ~ 5 El(PHE
B (DDoS) ~ HAlFEHL (data theft) 5F (Sigholm, 2013, p. 14) -« fEE R AAT
Al BEEARMEAEETEIEE "B ) (anonymous) - fIfIHEBIELIEE
KU > AUAGE BT PR BN SHRITENE - BT RhEZZHR
Buasut & - BAmIINIERIEE - AEER LRI ERISR AT R i BRI
THRESEREL B EHE (Sigholm, 2013, pp. 14-23) » Z&S35AT T -

Uy
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(—) BF (hackers)
BT HEA SR B AIERAI A - MR T R R B BRER
ot e AR + G HRESERET A MO o ARBREIBE A ETEATE - B AT 40 Ry =
( Sigholm, 2013, pp. 14-15) :
1. BIEEZE (black-hat hackers) : YEfTIFALE - @ H DIAF R HEHY - L
HRR - FIANEIUE HRE B AR IERM -
2. [IEES% (white-hat hackers) : JRAITE R ETERE » ZENBUFEEZE » &
FHEAREES L A ~ MR - (e R R R R B -
3. JKMEEZ % (grey-hat hackers ) : 1A FRIE B (IR [ A E R DUIIRE T Rl
B E e T — LRSI R T Ry AEASEERAVIGS I T BRI -

(Z) ZBEE%E (patriot hackers)

FRIEE N L EEHIZ B A BB - RS SRR SR S E 5 AR BUG
Mt - RS e Ze sl Tt - fian - Ry TRLERE ) BRATEEEES
A EHAMEZ R B T REET ) o SRR R BB E AR R B o 3
T EZER - A04E 2007 P JE R DDoS B EE ~ 2008 & G i AYEE B F (Sigholm,
2013, pp. 16-17) -

(=) WEHEEAE (cyber insiders)

MBS A B faHEa SR AR A - RS 88 ~ SRR sE A Btk i
H ORI B sBUR S - EITE R R A AR, - 55 21T Ty P EECUERRD - [KIRy
18 LE A\ B EERERR - B1an - BHEE A BVTRES AR A AT - SFEFI A USB
SRERBIE S AR o & AR HESL A (WikiLeaks) FHF: (Sigholm, 2013,
pp.16-17) -

(P0) #@ER7%ifDF (cyber terrorists)
R R 53 7R RS el B B R - B SRR BUAEE R RE H AR - iRk
NSRRI o BEIREE S BT MG A R E S I o (RS B BTy - TIRE

ANDITS
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BBIH L E ~ RSN G S ATHTE - MRS S B RS B = R Rl
PEELER S RF L (Sigholm, 2013,p.18) -

() EEEEEEE (malware authors)

R D P A R R B SRS B R © A~ IS B
AR o MRS - O LR R LR - S B AR © IR
SERLRE RIS T B (Sigholm, 2013, pp. 18-19)

(77) #8EREERRE (cyber scammers)

e I 5 e St 2 LT BN I RSB T TR Y R SIS 75 B ) < R UK
Eal o W RAFERR TR - (1) FERAIRENERERR © A0S 2B A8 umHE T
TERE S - (2) MEE%EUL (phishing) : ZERXE B IRATECH AR T B - 55
Bz B HTEMRURE R - (3) FAE=UIEEEU A (spear phishing) @ BEELEFEME - F]
AL A TAE B kBT E HAR (Sigholm, 2013,p.19) -

2~ RIS SRR PR R 2 8% TR R R R TR

ARATAT - AT E b — S A MBI A R e A — ST A 2
RUMHERS IR - e A A 2 3B R PR AGZ B T A A R B BRI - SRS
W — H b B AL A T8 o AR RIS R - JERY - BB g -~ L
MG TR SR B AR B A R T B BT - SO SR B R B R TR
T U ORI T R BRI RS - HEMT T2l " LR AR o B B A e
S BT R RS SR IR ERER L o RATATE -

— - BEEREREENECEREEER

(—) Bt8EE (United Nations)

Wt B RS 2 2 LR E S AR - ERSBEREEmE%
RN AN TR - MERIMEE 2 I AR - RRE B LR B i L
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BIJRI R G E G5 (Hathaway et al, 2012, pp. 860-861) - MEANARR S HIE B 1
REAFEE B2 - (RE R[S DU IZ 5 F e 5 5 BRAL R 1 57 B I R
HEARH PR A R T) - HEEREESRE - WS B AR 2 B BORRIALE
(Hathaway et al., 2012, pp. 860-861) - b4 » K& yRn] X EFFEEL % 7 B 52/ MV
4112004 FEFESEAEM T BN B SR /N o (Group of Governmental Experts, GGE) »
BNE 3R 20y B iy - 470 1o I SR R 1 [ B 2 1) A o i s i A ) BB 5 B
(Luzzatto, 2022, p. 266) ° BRIT{EAFIEEHYHE R Fy 2015 4 GGE 412 (B TER
2 W A G B AR R (5 I B R BUR SV S ) (Report of the Group of
Governmental Experts on Developments in the Field of Information and Telecommunications in
the Context of International Security ) » 3%{n FH & & B AMERERE (B BIERE) @
PR MRS 22 ] 5 BRI 5 AN 6 T4 T (5 B SRR R A It - I 5 MR Ak o G P ik
FH 1'F 2% B 55 35 49 1% 75 B 19 SF 2 (Group of Governmental Experts on Developments in
the Field of Information and Telecommunications in the Context of International Security,
2015) © 2021 - GGE ¥ty (TR 2 2 o e SEE A i 22 ] B2 B AT B 5 AT T BRURF 55
FAAEH ) (Report of the Group of Governmental Experts on Advancing Responsible State
Behaviour in Cyberspace in the Context of International Security ) > EEHH 2015 SRR 51 HI]
BG5S LT BIREE RS - BHZE (BIEAEER) ~ (BIRAREE)
(BB EL) WS B A 07 B P OO B ol A ) B R % R R BB BE T (Group
of Governmental Experts on Advancing Responsible State Behaviour in Cyberspace in the

Context of International Security, 2021 )

(Z) Jt#Y (North Atlantic Treaty Organization, NATO)

272 2007 FEEVDERE R BN BB, - ALK 54 PRAG IS 4 2 -
ADLBRUIR LR BT P e i 1977 2 D U B R G B et © 2008 A7 T R =il (2008
Bucharest NATO summit ) & » JEFUERIZ G TEHE BT S0 (Cooperative Cyber
Defense Centre of Excellence ) » B E &L & BIAE JJHLH] € K HHEES ( Hathaway et
al, 2012, pp. 861-862) ° 2008 LA LA HE B B e il BB NI FY BIFE
i/ MHARERY (BT #ef R "5 —

-

%/ (International Group of Experts )
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PO TR A A, (FREDRE 0 2015 0 H 167-168) o EEAKTMHAYHRE/MEE B
R Z AR LR B H T R - RS ARIER A - BHRER - [ATHEE
AE DU P BfiEan ~fosk B S HHEER A 5 - ZRE IR SR BIE T -
RIEL » H SR - A BB REEEIEARE - (BBMFM) ST RTESRE
HE2G ~ BRI E 5 % 1 SRR E M A 2 00 R B 5 o R A
WCER VA B E TR ERE - BN B ARBGE - BEUS FE RIERRk  H R
E—ERERTE 2 (FREIIF » 2015 » H 167-168) -

CEEMRTA ) mals2ft 2017 SEHEHR, (EEPATEIT 2.0) AR - (D3R ABE S By b i
ERMEME s M R B E B B EEEE - Hr—RE ARG (BT 1Y
R HIE TSR R B FEBRAGOF - TEECTEES (BT 2.0
EFR MR TEIEIRE) o KIIE - (AR 2.0) BUR T RIRRT- A AT « &
Se/E WAREREE - CEEMRTFAE 2.0) RS » 2R B L E R LUEA &
SYHEFT WS TAEMIERER (Schmitt, 2017, pp. 2-3) ° FZFMARFICKI S MEHEELEA
SO BRI AR S 2T IR WU SE B AT AR B R B E 7L
5T —FF5RFHE (Schmitt, 2017, pp. 2-3)  © FLSb » AT RBLZERAE
TR 2R 2016 4 6 H Wi B PR B 52/ INHER SUIRE Z BB AR 8 » [RIIRE P 5 HhREA
AT B - BIE TEREER ) 891 - IRIEBIRRE TR, 2EY -
R ETABCR M EBEETE S (Schmitt, 2017, pp. 2-5) < #F.Z » (BT 2.0)
HEEHHENRITERZER (lexlata) -+ [K] L fE B 5/ NH P S EEE AR AT AT
JERBEHE (lex ferenda) ZF5R (Schmitt, 2017, pp. 2-5) » HAT » HZEEHEIRIT
BIRUBRAIM R AR - BB A » HEHEEMEE KR - [N - R BT
B2 @ > HER TRZER ) (opinio juris) ZABERRINEMD - [KILHLRE
B A S R S A I MR B E BIRR i - R » I3 RRYZEERIE AR
R THIR P R E 2R A8 -

(=) BWMIEZEZE (Council of Europe)

LA B PR ARAH LL - WO e e Z 2 S i L~ it 24 -
2001 FE5E Y (A S JUIE 2 4Y)  (Cyber-Crime Convention ) & 23R El &t
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e g B AR IO SRR BIBR IRAY » B AR B Y iR B G M F R IRy 9 2 [R] R S
R (EMITEEICIRART) HE < M IUTR SAHRRTT R B fs - BEIRET: ~ B
BB~ JE U~ BIBNA - B0 - ERREE - BREREE - BERIREE - R
BELEST AR5 MO B8 ~ {3688 1 BR8N ~ BB ~ SRATFERR ~ mhArgEReii g - DL
FEEMERRES - AT ERNMER#HE - EisEE - TEhWSXaS ) Dk
BT ) R FESFAYEER (Nguyen & Golman, 2021) »

(5] e 0 I A R 1 FHL R 1 #5 £ FE 32 2 2019 4 0 B (European Union, EU) #
e (2019/796 SRFTE BRI BTE R0 BR U B 5k S A B A ER Pl SR ALY
FR 0 ME$5 0 ) ( Council Regulation [EU] 2019/796 of 17 May 2019 Concerning Restrictive
Measures Against Cyber-Attacks Threatening the Union or its Member States ) - §1%} & W
B HC R B A HE S SRR PR AR M F e < AR ARIE R TR 50 110058 3 SRS 158 T
PRUCEE ) WE 0 (1) PHGERRGRHE . (2) TEEHRM : (3) HEER 5 (4)
EE R o R ATEHEAAET ST Ry - WRFERZRAVITE) - AR R HIBE G2 -
MRS R ARG REEME © (1) FBBEGEARE 0 (2) FBEHEREH
% & B SN ( Council Regulation 2019/796,2019) e

MAETRESE AR ESEAERNRE - RFHEE 2 BTGV JREIHE—
REHERE © (1) BORSERAYEIE ~ B~ 2l I sEN: s (2) ZEBWE
ARABIEN ~ BReoEAVEE . (3) WRAVKEREE ; (4) ERAYREEHRE
S (5) TE AR H OBt AERIIRERZE 5 (6) #RBIIYE K E & RS
IR 5 (7) PPy se i m BRI (Council Regulation 2019/796,2019) -

HITBHECER €2019/796 SRAE) S EE BB fir i B ) BORE 42 B 48 H B THE
M RHAEE B PIT R I h SRR - Bk - ¥ TEARE , RlEy %
SRR AH 2 R VEASNE A0 T BRI TR B TR RIRR L - SRR
RREEK B B A — - B — BB A E R - HR - BlEE T TAb
AR o TR R I B B - BRI ORI BRI - BB AR -
SR BIRH B AR R B -t s R U TR B R CJEH A E - 53 0 R
BT R R AT BRI - BRESRLTADROR - ARRGE R AR T Ry e R E e
& FERs B SCRA R EEREE A - U5 S SR -
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() EB&{E4BE (Shanghai Cooperation Organization, SCO)

Fig A e T~ RENT ~ MR~ AT B e S R e E R
[ 2001 RN Z WIS MEBUR R 2 2= G RIS - 2009 SERZE-REEMEZRE (LS
TERL R BRI R R L 2 BUSHEI SRR E) - IFSPRWIEVIE « " Bige
PR SBBUR (DU 2505 5 ) EEEIMEEER(E B 22 M (E Bl
PRIATIHT T B A 8 AT P D5 T S EAGEE YD 5 S RPN EE SR R i L Bl Al 7
B Bl R PR AR E A L R H R FTS [ R B R RBREIRE R L 2
TER BB 2 2R iy —E R B AR AR EAE S ; BRESTERPRE L & ME
EE—SIREE - G ERE LS e IR (EiE R
B R ERRE B L2 BUN A TERE » 2009) - (HSHEHHE @ AiEETER & iz
HiFEE B B BRSO E RS - WESEEE - RFWEE 2 e EM RSN
Fo " FIA ERBOEER GG ~ R & R DRSS LRSI E S ) AR
AP PR o LS R M B g B (I (T B A A AR R R IB R - P S
REFI] Ot Ryt Y7 B A B T RE TR A Il 00 PR A B B S AU RS B _L I 8
FERREE o BLERARSEr - Edig S MR AR R AR U It 1 0 — TR B A A e M B AR i
BARL - MERBL R R — B AR A SRR - REIRERTEESR " IR, A
"B B ] e Sz RN VBRI AT S o ThB B R P T S IR RS T BUA
FRAETE S 3 o LR MO8 - (A EPRZIE B/ 5. (Hathaway etal, 2012, p. 865) -

— - BiEREREENEIERERER

BRATBH T4 & ARG I B SRR 3 5 o N et - BARR LR i HL D OhaR
fifE ) S R AR A R BRI A%+ MEPTREIAI LTy T Bt B T LH , g asdE
FRFFE BRI R T Ry - 1M S SIS SRR K T AT B R AN E &S

UORAE (B sk B BRI S & R A BUT M A EW ) B 2 EPT R T BIE B4R
B EZREHREw T (1) LXBARPEA -5 LB EMPTE: (2) FEAHER
(3) 1E 8k (4) AR AME & EMGAANARTREGH SR 52 (5) BIEHORILB BUSE
R Ak @ R A BAFAY AL 8 5 (6) Hax &R LA RE L 2R TETHYA
B () AN&BRE -
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AL ~ 22 SR P ST R T RS - 5@t T TR, 5 Tk
RIS | R CRHIEr A A SH AR - ST - SRR T — S B L
BRLFF) T L » RS I 53 R ELTR S BT R TR » G SR TR 5 A
% - LHTRATT -

(—) BEE

EoG - B A ] REE P U B R AR A B B R A B .+ iR

T BRE NI BIPREZ2 % (International Telecommunication Union, ITU) & HI5E

EH o SR T EEESCRREE IR - AERE SR A B RS
PR SRR ) o ITU HERY R # AR BRI a0 B FI B AR AR A - DU
ANEATH A FEEARAE » - BE Y2 13 5 5 R S 3 B R o Y5 4 P B
F (Hathaway et al., 2012, pp. 867-868 )

BEHEER - (B ERERHEERE)  (Constitution of the International Telecommunication
Union ) MR B2 EFRBRE " P& | - (HEES 1| SR E RER ARG
fREREEEZL R ~ BIREAETE ; EEESE 45 BREHEF T (harmful interference )
LEEIE  TATEEE - i HAR R o SELIA S A S B~ ERE T RYEE
f o SR CHERREE AR EI ) R S I S A 7 S 5 1 LAt Sy iR B A 2
R PR R 5 Bl (5 & A F TR T A7 BLE(E ;. (Constitution of the International
Telecommunication Union, 1992) &3R8 » HZ2HIRME ~ M IEEE= IR
RISt - HERE S R R A & 4 B 5 B P {3 PRGN TR TR RL R

(Z) MZBE (aviation law)

B % R R U A2 SRR - AT RERS 3 = T R BRI B RE AR R
A 2 JRED 1944 £ (BBREAMZE/A#)Y  ( Convention on International Civil Aviation,
wE BN B INE - XA CZMaEFAKI) )~ 1971 F (ERFE LK)
(Montreal Convention) » L5 1988 4 ( SERFEMEL R I 1IT RHILEREE) (Montreal

Convention for the Suppression of Unlawful Acts Against Civil Aviation ) - $EEERIH =/
R T GRS A E H B~ SRR gk - BInfREE R
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MEE o FEE - BEAKBEHEER - 5k CZIEAK) #0727 EEREH
#H#% (International Civil Aviation Organization, ICAO ) » B3R E % " 2t
TLEAGTEARD ) - WA LA T8 RAURITAIIT Ry - BESRAKY 1984 FREIE
ZEE I BE ) U BB A - EAEE R BEE TOIRIL T - i BB TRy R (R R o
B REEAHEg o (FRELK) AE—DUE - EM A " H0E HIRE
{22 e fATRAT » B0 T R EAETRITHRAY LS 2 o+ ARS8 HL S
TF - EHEEIESE o KIIL - 5 IR SR g B R A L4 (F B0 22 R - BB AU SR g
( Hathaway et al., 2012, pp. 869-870) -

HR - (ERESREE) MEREARRE SR - 55 ffal - HIHEAIKL
BHHEEE - MBS A Bl - SR 22 s « TSGR -
HORLUE S 225 IR o IEALFEZ RS TR AN ~ ZERAL B al R et
SR T Ry - 7K BTl - BRI KA 22 ARG T R s ik Bk » Al ik
BLYSTE RN L R BAIR - R e I B R i — R YR H A S
PR ISR B A 3R 1% (Hathaway et al., 2012, pp. 869-870) ©

e D

I

(=) B%% (law of the sea)

TGRS SN - BEREREAP L ERE RS
WS IESTR » 99% WP AR E AR MRS - Al AE 2Ry T B A anit ) - SRER R EREE
95% HYME g - 2L H EAUEEE @RS ~ BRI S BRI S - DU EIRE
oy~ HHRENE - PRRARE ST Ei - o2 B E SR A R (R
2025 fR 8 02025 ) HULE R BRI S - 1982 4 (B S EIEEE LK)
( United Nations Convention on the Law of the Sea, UNCLOS ) #ff >R B[ 31 5 K B B 5%
SR - A RS FRRIESE 19 R~ 56 109 fREELEE 113 {5k - AERLEEIEIL T
A]REMAIREE PR E RS SR T R -

LARIBAKIES 19 6k » SN E A TS @R, B - (NS ESREIRIRTE -
RIFRRFF B R - By R BOR T IEEIT Ry, - HhEsE ()
R FREESEGEE R (o) RIEFEImESEER - (d)
W RN HEASTE) - DA (k) HESEERRME AR - 25 (k) FOLH
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B P B IR A YTAHR - R R s R T B A Tl A i - B AT RERE GE
1% (United Nations Convention on the Law of the Sea, 1994, Article 19) o

2. 56 109 fRAIBE - S BIESTER LR B A BHIARAER RS - 5 T 1L
B it ) K R (B S AN e B BT - 38 B FEAR - (E AR SREGEHER S -
Rl » 5 S BORE Y AR AN 23008 A3 1R - mTRERE AR 5
& (United Nations Convention on the Law of the Sea, 1994, Article 109) o

3. 55 113 REOSR B EH SRR E BRI IRERIT R - A SRS
BT - HUCRW RSB RES R - 17 R BV REfE 2858
BRI ANE1T By (United Nations Convention on the Law of the Sea, 1994, Article 113) o

BESI S BRI EE MR R AT - (HER B S EREFR A IRITE R

RSN ERER B (Hathaway etal, 2012, pp. 872-873) °

=~ BIFRZ=RDHT - —ERRENEBRERD

TETHET B R SRS ORI - 2 F B PRI RN - SR N R
WG MEBAGH & - H—T TR ERG IR, - 200 I4E 2008 FEEEHE
H - DU BB R R B SERY 2012 2 2017 FEFEEE Shamoon EREEATERAT
HYFABEOR ELREPRBRRE ~ HEFT WIS E BB S [ B TEINBUGEE - EEAL
PREE MR - 58 % "B EIEER S IR RN 5 - RIS EEEGE BG4 UK
5B - HEEAY S B EE MBI - RN R B A TRy B - 5 R B
KBIA AR B FARIE BRI R » S =T " iRR Bl 8 & e RS | - A1EE
BN S TR B APT BY % Bl e 0 3 B3+ FHAY R E - Z RS & (R L FR PRy
B - SRACEERSIRIE - SRS H G I R AR A A e SR B B - 58 =R
IR IR 2 A v FEURK L L M TR 32 i B 22 i v » AT et ~ R B g s s i =5t
SKSF-f#; (Sander, 2019, pp. 365-368) ©

(—) TIAEARER &R

2008 - MY EE N (T2 R 5 B KRS FH B 2 B Al g R 2 — «
% SRS O I SR B HSEAE - PP RTE AR AR RS R B AT 2 - thoR



PR B 744 Y HLAB 58 (Sander, 2019, pp. 365-368) < FAMNE I [FBR HIBIAE 2012
28 2017 £F[H]HY Shamoon KCEEH » v IS st el 1y AF B R SE Y RE TR BB T R B e B il 2
B BT+ SR R B BT A2 5 PR B8 B AR AT IR 52 LAk = 8 T TR W E HE IR B
GH R HEREZETHS - BRIRFR AR BB FH G LI TE) - iz L R
O 0 1 HL AT RS 2 R DL ER Bl S B 44 SR (silence as pertaining to the what attribution
question ) ( Sander, 2019, p. 365) -

(D) BRERREIGRERE

o R SRR eSS - SRR R (HA T G PR B Rl —— “publicly
attributing cyber attacks to other States whilst remaining silent about whether international
law is applicable to the situation” » FLELHEEFIFy 2014 4 » ZEE Sony s 3EE R AR
HEA SRR BN ERL - BB RRER L EEER - REIBUFTGE
BB PEILER R i R 08 - SEPHBIE A R BAR S IR - 2RI -SSR tR% K
BEMCEREESEBRVIMERER o &R SEBIE AR BT Roml Ry " Hil
BT Ry o MEBARERY T EIBER o - AR BE BORBLA A ZEM (Sander, 2019, p.
366)

State and confirming that the pattern of operations constituted a violation of international
law”  (Sander, 2019, p. 367 ) ° 2017 & WannaCry $J5&J/ 55 7F 2= Bk Bl A KA -
e ~ SR M AR R 5 (R EnEEA ~ B - MEPSRE) AR PRI
R BB L3R - RE S B S RS R LAY B - AME R RIS L = G PR B 2
T - heRil TR AR BGRREE T © [EREERNE - BB AR S
1751 > BURH R R RN 2 2 U8 H 1t RS A 1 (Sander, 2019, pp. 366-
368) o
e DUERm - 5 AT R R T R el e R se s A U 1 -
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*1
ARV EZEFEERISERME
S BERER
=12
RIFEETS =F: =20 ERI SEAA
2008 TE1FEAEMSE ~ FER DS BIRIE ~
B} R B2 A e T
TRERABERIE | 010 0017 F Shamoon W& i
52 (5o TS (R D \
SARIERE | 201 enEmsmm == =
RREZEME T o e ~ X[~ IIEK
- 2017 T WannaCry 8)3RES S B T (=]

M BXEEREREEEEREEE
(—) BIREERRRERFERAEEZID

i ELUS - BERYE AU S MO H BT B WA 5 - B i B 5 b AL
Bt BB 2B K BB IR e - B S BIBIER 122 &9 (The International Law
Commission, ILC) 2001 5@ 8 HY (BB XA EIT R BRI B Z)  (Draft
Articles on the Responsibility of States for Internationally Wrongful Acts, DL T f&if§ (HLZ) )
o 4 RESE 8 BRITERBIZAT RS A « 28 4 feiEay - MG THE Ik ~ 173k
FRAERERVE MRS R - HAT R ISR R B 5 5% SRR I & B i
AR A BCE RS « 268 S fRtE— R R IF 1R =N S B (AR A S RET T I EURT AR TR {8
NBCERG - HAETTBERL FIRRERT T Rt T Ry /Nl B B R - 56 6 R R BRI B ST
TEIE » B —BIBERH 3 50— BIEHIE ARRE T T BURIRRERT - AHBRTT R iR =2
FoEd - 58 7 fRoRa - BUBEIT R @ BGE i Her - R H A& B R BRI R
BAEE - AT R R BIRAT Ry » 55 8 RAMEIEIEAREA - BT R ABERZ
BIRIEHE ~ PRI - HAT R Rl BR R BISR - BT S » RLER - E e A
B 5 %5 (E AU R IE U AR T R RO BR B 200 - B BR FUERIRGE LSRR BN
¥ P R < B HEDIRE -

AR (FZE) BUE ] 35 B S BRI RS 1Tl ~ At o6 ] v e % 1 e i ] B
FEBIZAT R RS A TR B M E R R — WA 2 IRA R M Efa e - I H BRI HER]
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W E] (AT 2.0) FrElo&M - BHlNS - (BT 2.0) 2B “Law of
International Responsibility” —% .2 #{HI 15 % 18 B[ E M 1T Eh i 2 A B 5 n0 R
A o IRBERIGHAI - (BT 2.0) 3805 - P KIR A ie = R RE EAE B G RRIYHE
BAME « LHEBIRATRERy TR HAT Ry » (e HE /M B BRI TE) - Blan » HE
AR (Z2RMBAN17) A MEIFEBI AT R - oA 2 {8 B Ry B A
TR e » A R TR e AR MR 2 F ] - RIS RTEAERY - IR R T R
B IRIESE — BRI RTE - R E T TEIr R, -

AaGHE T BT 15 Pt - #EER 1T BB B 3 - SR e B ISP R L B - EK
FHRRAT Ry [ S By e B M AL A » WA R DHEE B LR TEI AR - A
1M > ek B R RAE S HH R A A SRS B R R i PRGE & & et it - FIWTRED (3%

FEFE R o M - FELEDL T - 3R B 1T B B2 n] REIK 5 & RAETR
I B RS e R B EIRE E AT - MIFEREEERITEAGNESE (RRKR
2019 » EH 76) - JETHH -

(D) BREBRAEEHBERBER

AR LR - R TE RS T R B K B AT R L B PR R - TR BT R E A
B DB TBIBRAR R R A DASIHERS BRCET TRy 2 il R AL Bl A
S MERE T RS ER R ISIRE R RS © H ARSI B R RS T AR
BHHEE TR EETEEFIET (factual attribution ) _FAYRIEEREIR o BIFRE L
A Michael N. Schmitt RIS b 17 & BIBEFIDRSEHI L (EARTHIE) St —HIHERY
e R iR - AP BIRE R " ESREE SRS 1 (due diligence ) I A7 M 2%
TTRFFREREEL » JRIKAERS LE BRSO HOR EAHIERY A 3 #S (Schmitt, 2015, pp. 71-
72) o MERFEZRGIRE "M A o ARBFILIFEAT - B H G R

THBE BT R EAH EREMEINY - IR RE BB EREE (Schmitt, 2018, pp. 71-
72) e

1941 4 T JEEEEE {2 | (Trail Smelter Arbitration ) H1 » BRI P#EIERERE »
—B AT ART R A T AT DR A R 2R A 52 AN [ s o [ P o A P AR AT
Ey 1 (Trail Smelter Arbitration, 1941) - A2 1949 4 » BIBREEREE R TR#
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1k Z< ; (Corfu Channel Case) FiE—2 45 @ T —BEKEHEH MIVIRIMNE
AFHE T EE IR FMBIRER 21T o (Corfu Channel, 1949) -

AR 2SR AR LU RIS R R 22 I PR R - N R A mI - 8
AR TR o L B SR AR B A A B AR S B e B A B S T RO R AT
AR ke e LUBERZ A T R B B R R BT B 21Tl (Schmitt, 2018, pp. 73-74) ©
F o BE LTI TR IS LRI - SR BRI T BN LR T
Bl o BLEREREAE ARG S R AR R B - K135 LR B S R KRR R AR5
s o IERANLL - S5 LR IS s AL B R A 7 2 B EAT R B AR - A
5 R R iR (botnets) - MEIT A BT HAREI S BN EE - 5.2 EEEEE
R IER R DAY T ERTEEFRH ) & (Schmitt, 2015,p.74) -

Bt~ SIS0 s 25 T o e L 5% i 2 Dk

A5 BB R 1 % IR AR 5% Ul 2 8 7 v ) 4 B B o A 8 A B o2 v - AR
BATBRE R M BRI E LG0T - FREIEEZ#24#E DDoS W% + WannaCry 52K
B OB R PG IR SWIFT R AR - HLOMDZREKESRE KR - DDoS K 1&)%
b~ RHARTUESEIEIR - BIPSNE L EGEBER (TR ML 2k » 2017) » HAT -

AT (ERLREHEE) ~ BT ERE WL 2Pt (National Institute of
Cyber Security, NICS) -+ BUF EHEE) (5 & # 2 2 Ml 2025) - 553 " &2 R1E
Z ) B MR BIRE LG FEEEE L - DU LR E WL e o 12
FHEERS L RME - MEAT, TH0 i 2 TEUK 18 T B8 TR AT T T 22 B P B - B0 o PRV
BRI R 2 T S 1 1 iy B 5 % S 1 A AT MO AU (attribution ) 3ELECEE DU%S
WESEITEOREBRARRIE - SR —EHAUE (HRTELH IS L h & e
B R AL E AR ) & o A& B EZ BRI FERRE SBT3
i BRI AN Z G R » AN B 2 18 IR S B Rl 5 il 2 A TR Bl B 22 5%
PEERIESIE o BUBASCRIBH AT - B W 1L T YRR LA % SR A R -



— » B EOEEE

AT —ERREBUA R MBI R T o I IR L o IR
JEBARF B » 0 RfREE ~ &~ RE e ot — R AMERR B AN
IKHEREDT » EMEREA "EREThILME  ~ TR ) BT RBuatiE )] ) FRItkn

HHGIM S - fE MR R SRRy - e LIS A B PO A T 1R 0k » MBI
B 4 T T el SRl g 1R BRI AR - [RIRF R A6 B T2 A B B 2 L2 15 i
A 5 R BEEE SRR N BE RIIRF R U - BRI 0L (threat-neutral) T »
B TR TR B G T AR R BT RE ST - BIATED R TR ~ HRRIAID BLR
SN EIEe R

EIRSTHRCR T fe b - FRCED BT 5 0 o o A B AR A B BRI &
i 22 2T gele 1A T e A YRR B SN o BEREEGRER T AIER AR ) (inward-

focused) » R[IFCHFER LT OMNRET - HEFos R 48 0l o ][ P o B B S R 1 ISR AR A
2
DEHEKTIREE
o) ={Vatd
e D

FEEMN - KiTE
(BREBLZEMARESR)

RILRES : BIBHLL

BEEMFE : KilFRE - RMiEE

EEGH

TEEN - BEES
REGHE ZIMNRES - NERE
BESEX - IBRIEHAR © S2(ERDIE

FEEN - AR /EEETH
B RINRES - BIFREFEA - SRR
BEEEE : AREEH - EEAF N

it
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B ERE IR LBt R PR E - FIRFE @S KRS - HOTBUFE S Rt &
Wt fE - s ol ERE R - TeTHBERe B Z i)t -

A BRI ] B B PN R O B B Bt - AR R et S - AR B P A Bl ik
TR T S AR o BhiRe ] RSN ACET S AR - $R BRI R Bl R BR A SR -
FH S SRR AR B R R A B A B PR B S 22 - plandes | (G BlE=R) 26
S1MREFHERA] > 2 (BT f2 ISRy [ PR B 3R

— - BN R EIRE N RS

FENT RIS BB AT - PIANMCR T B RL 52 BRI RIS E ~ RE S5
SR BORE B H AR B - [l - @I ARRERT - G ERRER
TBOCT - B IR SNSRI B R BORT Y - DT A SMIELTE -

ARSLGIAT = L A AR B TR G TUURRELANERG o TERREREE
HRIES ) BTGB GTE ) — <& A EEE R AL - R
TRPREE ~ BB CRELE LB T AT 2B I BURE - B AT Aol A SR BRI SRS T 5
TR T ERELRE ARG o MRS SRBRBGA TR S22 L E R S
BEmE L BAEE A EEBIEORFEZIR T - MHATR A H E SRR rEE -

(—) BUREAEEMTRE
B B ERREL "R AARFE RIS S o B - R SRR AR RN D B
BB B AR R T R AN A O BERE b - R A SE A BSEE RE LT - AHET
B 0 BWRPUGEAREARIREL - AR @A NIRRT - AT IR S A R LR
SRIENERI RV EZE » [RIRFESMRIANTE ~ MERE A S IEE MR E L RETR -

(D) AEtEECaRESIRE

= R R A R K H P RE S TR Ot T ERA TR (20 APT U8R
BENEEE ~ IERBIES) - EEERIL T OB S o vIRET B8R 7 Ay
ISR TRy > tn] REBUE SR = TR R S R - [RIB - PREEERE LG vl
Fo— RN RO T B B0 g SHPIR B ER - ERR T - EEAIREA D
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PHERE - Al [EIfERL & EREERRTR K - L RS BRI EIER ; BB 71 -
ik 22 028 L2 G EEH] - ) rREH IR BEREE S B — BRI E -
TR LB TRBAGEST FAPE - (e MR A E LR S R -

‘1111>r

(2) BELARREFEHEERER  RATEER

8 e sm AR ta il SR A T AT IR - o0 ik o 1 B AT ~ 2 i U AT
AUEER I BT ~ AEsnED - 828 T FRBEEN ) B TRICE A ) AURER SR ik
TR BLE SR HIBGETIRCR - JTBF#EUISC  JE0— I LR R B AR B N B A
il - AEE B A IR 2 g R R 280 RN T - EELIR B B BEE Y /5
TR B Sy - SRR Ry 553 -

= - BREEIR AT R B REEN T

MERS FolETam " EREOREAERIL S ) RIS T B M B S T T
e = R B A R B 2 R B RE Y - IHL SRS BN S S B IO 1 T R I 92 5 -
NAEREET Sz m b - 280K Ay iR B P T AR e M %5 =]
JETT=C - FERCTHI A LER R AL BRSSPI sl - SERE G b SR A e A KA

HR - FERRHES AR SR 2GR " U ) 80 T A | 2
R WS EIERGETE ~ TREIF A - 25 P I AR b S E I B - A
Wf - FEEEIER (BB LREHEE) HAHHE - ks E R (A A
Einfk et ) Blps i SR o 1M E R S &N EBE S (critical information
infrastructure, CI) 78k 1 55 B /15 Ry B 25 BBl OB Y EL AR © FS ol S LRl e i
HAAMARERIRE - H050 s B At a AN SR B BLm 2% » PTRES | B S iE IR -
BRI - AMEERLRRAETEF - IHRERE R - B RBEX
LA -

TEfH 3 Fraf iR S b 35 OB IRE v BR iR R E B R Bkt - IR M AL
BRI TR SCRIBS ] - BT S MAEIEBI AT R ie P e B < B IEEE R -
BHEZ2FHNHREEES AR (BT fR Ay H B eI E 2% - JRRE R
FHRURE SIS B B B BRI - BRIFEXBIRETE o N B IRAVERE - FERHEX
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BRI MR R - BRARATEN IR TR ELE - AR E ST Rt rTREbIRE
%17 hs# (non-state actor) FT#EEN EHINRAS [ - IBEIFRE - HIEBIRIT R
TTERE M EIRVIEE - (EAEZITE IR BRI — BRI - EEA R IEBERET
( Couzigou, 2018, pp. 38-39)

MRIBEIRE L » FREIRAT BB NI 1TE) R S — BB - TEERE M=
SRV

F— o IR (EEMETRBIREEES) 5 S GBI T B HE S JZE R
ANEERE LT R E—8 - RTFHTENE R S T B R RE < Ml A BB e Al
Ry o BIAN » FHBIRIZREFRLA L BB T8 5 FRBURF T R R BEARE - S 2RI T R%
178 » AT Ry TR E R 8% B ( Couzigou, 2018, pp. 38-39) -«

T BRI ARG RN R — RS AT BN B B BT Rl - BRATE NI Ry 2%
Z17ks (Couzigou, 2018, pp. 38-39) -

BB R RN BETEHERRE —BEER - B
H N BATITEY o BIAN - B — B A A 11 L A oA 2% el e % A B TR A L 1 T
o BEBIE AT R ISR R B R MR R R - JRB - BZ B R E RS 1T
B EAEE LB SR - S EMECEEBE - ERBEZEEEE NI
( Couzigou, 2018, pp. 38-39) °*

{h ~ el = DAISUER TR 2% 32 5 A0 v R R DRI EE SR g

AL F CR S BIEEAE R EA L BI5GRE - B RIERI 2R - AT
T A R 4 A PR I 2 e - ANEERARAE ~ FRREVERY - DUNS BRI BT R £ =
RIS - HoK - MEESECSTT RSB 5 - HELIMER S IR SRl - 28
R R TR R S it S MR [ Y TR EE PR BR 1T SRR B MR AT R B IR 5 T Hy
H o HAGRETHONERITE) - AR E R T BHRIE LRS- (OIS AHRR R
RUHEAE M iz fRIR

P % BB BRI 1986 £ B Az N F £ B % (Nicaraguav. US.) & % ° Case Concerning Military and
Paramilitary Activities in and Against Nicaragua (Nicaragua v. United States), 1986 1.CJ. 14.
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% OV BBE—H

ASLNEAE H BB AR R - B Al B R L ETH RS OB, ZAH R HE AT Rk
B EBINER PRV L UG R (BT - EREENS - iiE%
JBIRAMEEDR - RERAEETH T 5 B MR P95 2RI AR ER - AR
HEIESEAAT - AP AR ) - PR R i i O AR E R 4 2 ry
HEMN - (HEERIGEE RN R -

T — %S - Bl & RS R =R AR - A T REFD B ERG
MRS IR AT ) DU T RGN R 2B AREE & » 8 LU R 2
1E BIFSRFR PR i el 2 52 - thfR R B AE B LR M AR L /T BIR Z A
IRENEER M DHERF 5 S A2 » ZREEIE—IIRAS - ASCERERE SRV g KRN e
BE—HkE © o > TEITERA A A - DT FUE MR R B R A A TR
HeflE o SSRZEFE L B BITER BRI - AMERTHI e R - R bRt
G R L RSB RRRI B - st & S A B 1R 52 BRI RETT R FEAETE - [
R i S8 ) iR A T TR oK B e U B e B R e o B 5 2 = s - {9F SR
SENAN IR R BGE T - IR E B L R EEERIR 2 BT REEN I -
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