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Technological Hedging under SG Securitization
and De-securitization: A Comparison of Indonesia

and the Philippines

Kuan-Chu Chou™

Abstract

Amid intensifying U.S.-China technological competition and the securitization of
SG, how secondary states balance development goals with national security concerns has
become a critical issue in international relations. This article examines Indonesia and the
Philippines, two secondary states in Southeast Asia, to analyze their hedging strategies in
response to China’s SG expansion. Despite significant differences in their threat perceptions
toward China, both countries have adopted similar policies of maintaining technological
openness, including cooperation with Chinese suppliers such as Huawei and ZTE. Using a two-
dimensional framework based on “security uncertainty” and “technological capability,” the
study categorizes Indonesia as a case of cost-driven cooperation and the Philippines as one of
diversified hedging. The findings suggest that structural constraints, particularly weak industrial
capacity and limited technological alternatives, narrow the policy space for these states, making
pragmatic engagement with China a rational choice even under geopolitical pressure. This study
contributes to hedging theory by demonstrating its applicability in the domain of technology
policy, showing that hedging is not only a foreign policy strategy but also a function of domestic

legitimacy, institutional capacity, and the politics of technological interdependence.

Keywords: SG Technology, Hedging, US-China Rivalry, Indonesia, Philippines
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BES » REBUF B EHE DR - PEITE SG FEHELZEEF] (Standard Essential
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[ATJE L ] RE R TS R BBl 2 T Ty - RS FR BOR T8 1k b B i e R A2 2= 2Rk i
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AP S FH AR AT HE B (technology stacks) - 20 A HH R BRI RH AR
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Z B PR IR R R R o DU - SBEReAN FEE — A8 E - iy e Ty — Tl
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e L R SRR TR SR TR,  flfR Y - AEE TEA S & —ERR TRV R - TR
AR T P i S BT T EE = KB F+ BRI B R & A Bl - OIS iR
BRI EEBF T~ BPUINE - JARERISRE i SE SRR T oE58E% - s
Z2 1R < JBRHE - Korolev $HEER T 7 E IE I RE b b F2 Bl vy LB B 128 (neoclassical
realism ) PG THIRY o 5 A SR BB T A BN % o Marston (2024) HIFEH - X
5[5 5 P o RS 2 B8 P AT S B R B LR S - BRI S B P RRERI SAE
PR SRS ~ SR A JRAIEL B (A - & T8 ) SMERR DT AR B T B 4 B
MRS A E FMERRGE R - ity R E R e B B 1L - SFA RN BGG
AR RGN BOR TR IER (Rathbun, 2008; Rose, 1998) = HIISE X e RV
ferr i > BRI ATREEPHER H £ B E R IR E TR NTETR K &%
PREGEE RN - DIAESNIRIER T B iR E < IS Py (Kuik & Lai, 2025) ©
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A 5RFGEEHEEL T [ #9 (de-coupling) ERZLJER (de-risking) 5 o HIGRFHHAL
BB AT SEVE B E M - R A A i B A % RVAER A - BRK
WERINE @ B EEREN sG ZREFK - WA BRI E I R R B2
%+ M2 20 R B B R « b — (s oE W2 = MEE M s H2H
SAE R RIS RE T B -
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FAES TR EE S 32 BRI BCRIIGBERE S » LH SRS E & i ~ B B o\ g
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FAREBL RN B LRI A o RHRETJRGR » KRB BREAE B i A 3 ~ £
R HE DL R B PEARHE I E  (standard setting ) FRORAGEFERZZM] 5 [ - BHIARETT#H
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b ) WBCREER A G - DIHERR R AT TR Bl & AR - 55l " KL%
b1 AR REEIMEBEDM » BRI E A R B AT SR A3 B
2 (Arnold, 2024; Heeks et al., 2024; van der Westhuizen, 2024 )
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T AOR Mk BTG
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R B SE T B T S IR BB BGHEAS  DUBE SR EEARHR (T — TR R R © SEVUSREIRIA
Rz B SE . TR A L 2 G AER (R - B IR B B R R - {EIX 4
—ERREIRHEREST - MEAE AR LT B A SR A S F - RN A ] PR
BT S A B BT B R © 35 BB SGE KAV USRI i 2 7E B BL ] 22 |
EREPHE LM - DHERE RN R 2 2 M BOR EEhHE -
iy LA -SSR BOE S B GR ER S B ME R SRR T - BRI

fiits NHURESIE B o SG BIHEE RIS & - FEE A H 2 5 E ey Hii ik
R MY KRR L~ SHaE BN A RN EBA LR E « TR IS IS
RN R © — R AL BN HEE TERIERAD - Ry AR S Fr B iR RE
73 o RSP BRI TR - BHRE L BB AR - UE TEIRE
FERAELA S 1E ~ BEBE ~ 2 e LR s B Ttk < i R - BHEEE
Wi A AT RETE A T P MER SRR ORISR K - BB R
AT A RS2 INR R R A - BRI EN R ST - TEASIIER Bt - fEE T LIENTE
IR R (F Rl 2 - SRR BB B BGRER T T Ry » SRAERTIERREI_E - ASCHE
FURERE R RN 1 T 2 B8 S = SRR - S3 e e B TR E R B BOR
TER - R RIR T EACSERSE ) B SRR T B or et o fE R st R B
x - HEMR BRI - RLGETTERALLE - ERNEE—BEEVURER - M H I
BF O A TEARMENBIZRMERE - 2 EA RN ASCR AR B - #OR
AT HTHING - KR AP RS @ I T — P R -

ﬂ

Iﬂ

\

‘Eﬁ

T o

2~ HlJe# bl sG BUR

—  HIfEe - hEIRRREZZIL

A & HH B 5 T+ LR Sk A R B da U B T B B JE & IR R A R R
"t a bEIE LAt ) R o R b o ENJEE TR RSN R AR RIS 2R
AAEH P IEFrHIR © H— 2R EEEE ARt IR REHEZE - K gt e
RERIHIAE TR © R - JEA 21 THACHR - BET{EEEE LEURGEN - St —



12 @R HT B_5E—H

MEBE ~ ks ] PR BCRESER » E R B RME 2 BUR SN T R L2 baE 1 (de-
securitization narrative ) » JyEEELERGH - B HHE S 1ERIEGHTR (Sriyanto, 2018) ©

ElJe#E A Bl 35 RO AS R PR P T P E ) 2 0 R - A @ R ENEE UL T 43
MG 1 SRR 3 N B iR IREE » TP E AT By M i - S5EEE A
BHE A T E AR F (Oostindie & Paasman, 1998) 3 At FERY T HREGEES
FAETE R DARERY R 3= L B 5 s E By s — Dk Boa b - JE REU LR 2K EVETE
B 2% s B T 3 AT R 7B AE AN BN (Lasker, 1946; Liu, 2014; Vandenbosch,
1930) -~ @RI - 55— T2 et ) BCEm b RS R B A ERY BEE - EEER
I 5 BURT = B A 7 B o Sk 1 22 B AR+ SN 38 3 A DA S BRS04 i) 1 JRR 411
(Mozingo, 1961) - ELIERJHEHT IHBILE 1998 RGN 28 T IR 3\ , 1% -
HR B AEED et & B R BRI 178 - a7 - L. T EREEA L B
AT ) BUEE S ORI - SR B N TRy 2 B B IR P S AT EEEF (Sukama,
2009; Zha, 2000) ° 35— FM A Efi A EERE R L S 3 IR R - T R EEE R fRAY
FESE % - [5G (Bacharuddin Jusuf Habibie ) DARE » 1B ERT [ A fife gk 6 2
AACTEBIEE % - LA TEREHE (Abdurrahman Wahid ) BMgSR SUFFHEAE ( Megawati
Sukarnoputri) B —ZKEEIVIABRERH - REUGERIGELE R ZBORME - T
ENFATRIRRE < B IF#L (He, 2008) -

BLIE A - FERIBRE - EIE BB T LBt ) BRI S ELY 0 B
5 LA AR I TR e A B BB ST b N A PR (Office of Assistant to Deputy
Cabinet Secretary for State Documents & Translation, 2020 ) ° #A1f] » [ B FE 1R
PEIRTTE + BIEBURNE AR A BHEZUSCH] » S @ @ I S 2 Bl & TR HE S T
B o 2024 FEENEMM L HLHIRK (Prabowo Subianto ) BFREEE (i b & 7FaH#E
gk )+ BIBE AR BRI T T - 5 BN PN e AE T REAL S EIg & HiE
R ERYEERR - BIESMCHRBE R IRAH L5 R » MEAEIRZ SRBE S IR T - 2B
fb TSRS ) B TECERPUEE ) WERIBCREE o L— S F R R BRI RE AT
R EARIEJE - H 2000 FFiE - HHENEE BB LA E T - WA - I
RETR ~ MU B ER I AR A 25 T QR R B BB B (R I BUA BRI [ i S AL A AR Y
FERE (1) - H 2013 8 » HEE B KE G 1E - BT E I — T3
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E it LA B VR FEARCRELRET A = =2 2023 48 - PlIJE S i B HY TTHRRGE 707 {8360 - A
BRI THI Ry 627 {23570 » F 80 R cny ¥ FIE7 (The Observatory of Economic

Complexity, n.d.) -

&1
HE - hESEnR S
Bt Sat HEIR | (RS
rhEE A\ R I A A S RS A .
RV B (PR R | 20000223 ) 20000223
2 A RIS A A S B A . -
SRR B IFE 58 P 2000.02.23
F— e
AR AT N BT AR - 001 0605 B
TRE R E
e A RS B A B R A
B R P S B S R I L (SRR e L 2001.11.07 ) 2003.08.25
e A RS BRI B R L A m_
R A TR AN E R E SN ER R & 2002.12.18 | 2002.12.18
e A R AFE B A B R L A
AR IR E R R BEAE RHEEES psy 2005.04.25 | 2005.04.25
e
e A RAFE B A B R L A -
B AR L B E 5 S e 2011.04.29 | 2011.04.29
e A RATE T 2SR TR ERRS _
VRS EIE | 201104, 0.
AT R TR FRR R | O R | 2011.04.29 | 2011.04.29
e A R A A B A E B R L A .
BRI S A R 5 B 2012.03.23 | 2012.04.23
i A\ R A B R B R T L A _
VRS | 2013.10, .
R E N BN g | O e B | 2013.10.02
e A R A A B A E B R A o
RS NSNS pisyc 2015.01.26 2015.01.26
(E AR BB E B AR
T RE IR P15k 88 EE = EAR A L TR AR AV 7 FRUR 2015.03.26 | 2016.03.16
=) BEE
(hE A R AR E B AR
TR P 28 3 2 R A L AR M0 53 R 2015.03.26 .
E) RS

HHRR AR T EARSASNZS (£AH) -
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HRE LR A ERL - EARRBE - SRR L 2RISR
HRENE H SRH B E S RE JTRIIRE - BIE Mk i ki LR ERrIee )y - i
AT E AL SN FAE o RIBEEN S 5 rh B F g i B Sk B R i
HRBae s - ANARSHEPERE SRR - A Ba B LR " KLz, E8 - D
MERTHEEZE A - AR R G TEE S 2 - BRI S > BRI FRAY
SRR A - B S T B S AE T B R e D B bt g IR By - 5 B2 B SRR A s Bl
fRET] - EE SR R L 2 LR E IR - MRS P2 R - 58
MESHEIIINGERE - TR TEZSHLEIFRRRF T TR DR IR &R
S e o o AL 2 e iy o = SRS

— -~ ENfE 56 SRR

2022 F - BIEBURIEZURE SG MRS 28 R A B 52 BRI S AL B A A A T » i FL R HiE
B LA o Bl SRR R L BEE © AR - EVE ORI RS S B - ERRHEE
R R R R R AS R MERRE - R Y SG BB A AR A - B S AR -
FE A E B R TR F R R B R E AE - K HIERIN SG EA
R R o A i B B B TR K MR D - BT SR ERERE - #E—2
HI SR E R - 35 LRI AR - (EENfEMER BURTEIE - AlfE AR i R Bl p 3¢
g LR RAR R - JERL T BORBEE) — G EAN 2 o %S -

ENJEAEHER) SG iMaARME R At iz n e T - il AR S it S e Bl T BUE B Pk
FIEEE PR - FIPOCBNE IR A BGE RS - RBOEHEREREN = - Fi L7
B i TR Z A — O P o BRSO AR E » SELEUER (5 RIE A T R S A B R A
EE ~ BCRIEE - EL AR BA R T HESI S PR P R AESy T R,
e HEED SRR AN RS - B0 KRR AR S At B R a Y B A ST+ (B SG Wi s I
AN S A TSR S AL B R S T2 ) T B = BOR - R R HRER RV R AL ~ SSH TR
TE (1S AR 2= A A Sl S ZE RS E HL s GBI (S (backhaul) - [KtL -
TERRZ SEE R ERRITEDL T - BIBEELER SG A= - RSt e th itk S i H
JEB W /KHE » i SG R DUE T ER /K #E (Forge & Vu, 2020; Rahman et al., 2021;

Sawad et al,, 2023) -
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H 2 2025 4F 0 HIJEEREAGRS % h SR {8 30% » 7 M b i A R AL R 3 N Jd iy
BT - EIEER SG @ A AR B A B AR 1R R R 18 29 1Y% R SRaE g R i
B~ FEAR PG E B R o Ry MRDR OV R R A A S B AT S PR AL A S v B
SG @RI - ENEBUN IERE R HE B R g TRV 2 &+ DURTHGBLRCR I (e 5

HE o BUFRIEREEIGHE— T@TTHE,  (Right of Way, RoW ) HIEE - HIR %
AR CHEAT AL EAE FR B A ~ RE Pt ] BB AR B R AR - RSN
AR T « Ryt » HhREUFFEH " —u5z0#58 1  (One-Stop Agreement ) il
N7 428 2 R A RH <2 BT P - [RINRF S T — WY IR 5 Kk M B gk - DAY A S 1R I
RS RAE « R SHEEIE 2 BI#E 70 B AN HARYH T ML - &EHELE
{E85 (EIJEZE : Kementerian Komunikasi dan Digital, KOMINFO ) 375 p o s 25 4t
LA RN - b B st T BUR R R AT AN S IR S A AR ZERYBOR. (Ministry of
Communication and Information et al., 2023, p. 16 ) ° JEFHIR — 5T /EZEME - 186
B S E AR 2 s RIIRHEE AR A2 - S8 = - DJe/omafE B AL A i e LA i BT
WERFHEE Ry R - F AR R — PR B AEE S IR AR B A AR - MBI A
ISR T AR BB A I 2 RERE - Folth - BUNHEE) LRSS AR (Pole Sharing)
N E S AE (Duct Sharing ) ERHEEA B LR - EEE IS L E R -
BESMS - EEBUN B IR AR BRI R DL A A i iy B I A 1S SG ik
Wi = B AT USRS » AR R IR RS L 3 7% & (Ministry of Communication and
Information et al., 2023, p.31) -

TERI B G 25 » ENJEBUR G 5 | 58T B Al fig o D' e s A R A e AN 2 R
RE o ESRARE I T - WU B S S TR HE B BN BROEDGHBRBC AR (digital quick
optical distribution network, DQ-ODN ) EATE#ZZOGHE ( Pre-connected fiber) " B[I#&E[
3 B PROEAR BT AR ARG PR A B I - EEOGRBAT B B S I e Bl B
T e A - S DUORRIARHE B 5 T P By AU RE 2 AT BIA] AR R RF R
WSERATRR - TCHSEAR T OGHE] 5 (fiber to the home, FTTH) B T SU#EE(fF |

(fiber to the room, FTTR ) TR EEBL A SE 5t o 35 M AR 2 05 A 8 HE A i 0 e Je
R - A B R AR A (8 Re 5 B &K (Ministry of Communication
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and Information et al,, 2023) ° H2K » EIEBURFLASRHLR3ET (Surakarta) {ELy Giga
City s &iBf » * B3 By /\ T8 4T3 Solo Technopark $h7 (& - 2% 5 & AN Bl & 57
#FTTR MR A0 - Wt R - Rt/ M SR CHET T P S5 5 0HE, -
fRh - RERVE RSB AME Ry B B RAVBEE) /7 - R BB AR T A A HE By
RO o SEREANRA R TR RN - BT AR RS RE RS G i S 4 Bl it T TR BRI
15 B BTk B R -

B BUNIRE R (EIJE 847 fE 5 2045)  (Indonesia Digital Vision 2045, VID
2045) fHlE R BEAEE - 1R EHEE B BT I BCRIES | - ARIBHE] - £
2045 £F » JGHRR P ERRE 98% » A MEAR R s 2R R DO AR B - 8] E R
NEGE A H AR TTZE SGbps - ALK 200 B Giga City © 38 25 R HAR B HEE
U HEBY B SRR A B B E PR B BROR 3238 7 o RIS R s Bl v 1% Bl A T 177 A A
HEFPRE - BUME B REITT - AETEOE A B OO - FTE B ] R Bl ]
BB - B R AR IAEE MR E (H R FE R BIDURSE » TS RSS2
BT AR B R L Y R TR AR S -

= HIERERECR

E B 2013 R4 T —7F— % 5 (8FELLKE » BB RN Ry Hh BRI A o e m
EBENEGTES L — - 2014 4 - HIJEB % {574 Telkomsel Indonesia Fil H1[5 3 1y
M ERERS (Huawei Marine ) %55 G 1F 173 - BUBIEE = IR IBEOLHEEH (3rd Route
Submarine Cable ) FF#ETES & SFGHBEUE (Java) ~ BRI (Sumatra) EJIE
&P+ (Kalimantan ) %5 32 SRS I Y 55 = 166 B 1A 15 19 JES K B % ( Offshore Energy,
2014) © BZIEEAMERFEEE B AL ER N B E BRI H a7k - s TR
2 R 2 BANG L R SR R A T A - S P2 Bl b B RL R 3 S VR L

PR T B RGBS TR - ENJEAE SG MBS A ME MBI 2 B A AE - DU
FHERIP B R A A - (O SG MR hRA SRR A S - AR

* Giga City 245 A M " 2 LM% E £ | 09RT > AR#REEH 14845 T (Gigabit) 6% % ik @AM ©
%2 # W Giga Government » Giga Campus  Giga Society YA & Giga Home vg X ¥ A£ 4L5% » VA& (2045
PR E A &) (2048 Digital Indonesia Vision) B 42 (Asosiasi Penyelenggara Jaringan Telekomunikasi,
2023) -
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BLRZ OSSO R R BURAEE RS - Ui B S S AR E 1 - i Ao B
ra i R 5 DI [l e I 56 P 7 e 000 el e 50 8 = AE R 2z e [ s A 3 1 10
I 0 SG B AE S P R R S RE B DU B o AR B RO B B R 2
BLA[E] > Telkomsel 1E (R EFEHE_EERIVZICILAI S IETTR » FrPEd ~ 2554 ~ fi i 8
W FERE2E (K2) -

x2
EREENERETE
RS EiEd =R=IES BIERE

Ye#EE (fiber backhaul) EEUKENE (microwave

= B8 | Telkomsel, XL Axiat _
FD | W | Telkomsel XL Axiata |\~ 0 1) s

HHE@ER | B | Telkomsel, XL Axiata | JBE1TEN@EALE

BYIE | Wi Telkomsel E-Band £ V-Band & 2348 OI{ER{HBEI KR
Nokia B Telkomsel N BB

BNERE | B TelkomTelstra EEAEEE

2% : TelkomTelstra & LM & 15 ¥ Telkomsel % =X A& N4 °
BB - VEH P A Hetting (2018) ~ Huawei (2015) ~ Santoso (2025) -

ENfefEHEB 4B SG Mg 2 R - 15 SRR HY B R PRER S % H 3t B Bl
TR - (ER AR EEBRZNBER . — » HIFBA D REREN T - BlE
I EHE T A R A B A AR A R Ry e B » BEAh » ST BURT & iR e — 1 Bt

A AEHE B OR - B EARELE - TERHRARE ST - RS
Ji BASRRE SZ 2 B EE I -

TEICH S T B it — BB BRIV e B R % E—2
FEHATEEEE TSI F R o ARE ENJE 5 FH L 3 3RS B AR 5H B R T
FERTERE - R B RIAEENEBEG Y 70% MYTH (538 » A 5 S 7 i A S (i e i
( Optical Transport Network, OTN ) fta% » B f@ R A H 2 i B B Gl a Bl -
BT DO GBI ARG ) R THEE S SRIB BRI - IR S Bl IRt T -
BmTse oA AR - B RR R R A 75 K EESHE A (Ministry of Communication

)d
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and Information et al., 2023; Santoso, 2025 )  EAJL[FIN - B HAYEF 75 (Ericsson) HI|

KZ LG SG [E{Eg P i ny L EEIM g o AR HE L, [RIRF AR EC AR B f e
[EMERHKE » B AVSRNE HIZR AR A B Telkomsel Bil XL Axiata fR KB RG S » HBE
% R B OB (o R B B KA B« IR I RS B OGBS R Sl i~ fAas [ml B T 242
it 7 —REAH S ERTE H AR R AT 5 - BENL - AR 3 R AT R R
FALERYTH R E 2016 FEGE 50% HRE T i 2 2020 FERYHY 10% » HE] 2023 4
WA e (Santoso, 2025) ©

N EEAERIGR I - BRR IR - R E FEEEN e
ECHIRZ O E AR » VERHEL (Joko Widodo ) BUBKCHAR] - QIR —20 85 T DUFCRE A a7y
BRCIE R o TE R BOR T - REAHESD =l 0 ~ 8 ~ W DU AR e e <5
BRI SE R o A ~ s IR KB A 1185 (Antara News,
2024) - SR[M - EHJEAEASREEE LSS ~ TREEEEREJ A IRELEARET AT R EF %
HRTEVERRE N - BOROEEHGEE RN o RS i e~ S Hi L s
BIRIE AT - HIEBUF B SEAEHER) SG Foulmanadt ey - FEAE B E A ~
AT LR S 2 A - TP E T T BOmE S ~ EREZIT © UL
171 RUBRERAE -

ENJE e R fE Fy SG BDEABRR RS0 F A TERM A - SO AR oA -
TRELERE T A PR BB A A R AN B F B AR PG R - RSN R
AL B FFETAAE - ENEBUR I AE BRI S BT ZE i At 3t QRib B s ORI S5 1 -
SR HCEH R w] e M B R R R ST & - R » ElJE R IRF th Bl B iU A2 AT (S Ay
EYERALR » RS A DI e e B S o Wt S B St B2 A B T AT » R B L e e A RS

FERERR fih b5 5 A B — B SR s B R ] o B e SR A (R B A A S g e 11528
T S AE H PRI ZE R« — T B R AR AL RRTR 50— T R B PE 5 4%
e ERGRY A » ORISR RERE A 3t LAY B85 1k BN S Aty - ENJEUAE e
B, (double hedging) HYETRZHE 5 BhREBFERE5 F¢ B MU BUG e & M R HERF
HEZERM -
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Bt~ JEHEEE PR sG BUR

—  FEEHPZEEHE

B8 3 Hh B O B B8 1= 25K B A R REFTE AN ] » BB S TR E
T2 IR L - E TR E R AR B R LB AR EY TR - (BAE
2012 FFEE B IR - BT ZHERT A - 2002 5 - BRI EEE (RS JITT
EE S ) (Declaration on the Conduct of Parties in the South China Sea) - HfEHEIEFREFIH
71 U s R EE R - 2005 58 5 BEBlR ~ JEERE R (&1 IR A R )

(Joint Maritime Seismic Understanding ) » MEARJETERE BI S S FF - 2008 4F4& 1E - 2010
1% - PENE BB JTIGEIER - INEERFE 2R - 2012 5 A BB IET &
f5 0 2R 2023 HEEE T[RRI ik Bl SRS Ao R H AR 28 o RIS SN o TR ERYEE
B SR PR SZ AR (B S BT Sig 2 - A AR B BGE S R F K R A
B ERER - EATE ~ BB IR % (Nguyen & Tok, 2025) -

2010 % 2016 4[] - WEAT JF 5 MK &L ZE 5 = fit (Benigno Simeon “Noynoy”
Cojuangco Aquino I11) HEB) %38 1= 7 DIy o B - 35 5% 57 i B s 2k Bl 2% 53 B il it
RE T HE - THAEEEEERY - M BORE RN MRAE - H— 2R scs s
I EE AR - REFHEBIRI P IESTERMHEW N EI RN  H 2B E
2010 FFEE K RIS Ry RO IS o o NIRRT - R R SRE TS (De Castro,
2014) o HAE b o ACESEABRER B R b5 A VEHER) BR AR IRy (R TR MER) -
2 BAGRL L E H R B (BB &) (Enhanced Defense
Cooperation Agreement, EDCA) » A KBFEEE » $EFHHERHAR

FEHRE B TP ERIUERBE I MRS AE 2016 FHERFHF (Rodrigo “Rody” Roa Duterte )
EERARTES - Bt 2012 F£HFEEEE (Scarborough Shoal ) 2N » A4 H7#1
BGEIKT (Davao City ) i B w0 W bk, - o B 1l 80 R g ok e A i R R A 223
e GRBEAN M TR o KT TR AE A AR AR RS R R R B R
o IR - BB B E o MERLFTR SRR - EAE R R EE
TR ETF - By g A& & 5KF “Build, Build, Build” 3 o AR11HEI A&

S
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LARVEE - LHEEFRFEEER MR - H 2019 FA R RS E e
[rpiERe - BEALRF T BORZE D [BIFH - EAE R o G LR B SRR SRR -
HELFR IR (IR EGER)  (The Visiting Forces Agreement) » HIERHHAIFH
BIRE - RITFAETE BB B SR - R EAN R A B S S T B S
#EM (BBC,2017) - IbAh - JEREHE GHSHERIIGIEASTE - WEBNE - Flk
BN BACHL » (7 ER R AR SR B SE BB B 6% (De Castro, 2016,2017,2018)
FEFA PR B AE R Vi ) B R R B TR B A e B B LR B e 2y - TR
B BT L5055 5 VR A S (R 2R e - T R BRI SN 5 - R
b % =G DET TR Py o L2 RIS IR fREE IR E I AL - B iany
B SFREGEN NP R BEENEMB G EEE > BT - R E R 22 %
FIAETE MR I @ 2 R - S & TEEE DR R R g K DR R e s (R3) -

T

x3
FRER — JERE RSB

(ES k=T PR HERE | ENEE

i\ RANEEEDEEEEANNE TDREEW | .0
BN SRS ERIEES WEEZ | 20110831 | 2011.08.31

g A REFIE N A2 ZREE FE RS TN BN 2 2BRE hR D58 “
SRR Boa 2011.08.31 | 2011.08.31
= AR R B S A e SRS 5 B
qﬂﬁj\ﬁ;ﬁﬂﬂlﬁ,ﬁﬂié/ﬁﬂEﬂﬁ@ﬁﬁ\ﬂﬁ.ﬁ%% o 2010.06.23 | 2010.04.23
& BN E
- 1 A S - | B A R
f%/\iﬁﬂfﬂiu[& 1IEERE A &4 SRR EE . 2008.10.09
S1ERYReE

i A R B AR a R e tEE R E SR o | 20070115
=\ B T ENHRBIISESEL/HEmTRESE | s

AHARR - FEARLSRBES R (BN -

MafGI = - BEERIUHI R CE KL 2 ERIS A - JEERE IR ey Ry Ha
HFFET RN L EEE - O ER R ERETRE - 5 2010 LK - HrBG Rl
PRt MR RS L E T - FrlRAE 2012 FEa B2k - TIERIfRE
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A BB B - SHBE 2R 2020 R o MHECA ENJE LUAER H F Bl EL i 2
Fo oD RIRERR RN - R E S BOR B B AR E M B a1t - SRR AT =
BURE AR TR - (AL - BEEJERNER - JEREE A B0y o By 5 g B e
G » FA bl b SRS AR B BRI - SO ek b G B S AE A R R IBR R iy
PRIV 2 st m] AR 5 -

JC
bl

— - FFRESEEEREER
EREJJE SRR 5 519 SG R AR - JEFREBUFAER R BOR_ LR

TS o YR B B S SG AR EFE o BUF R ELE R R - 1L
BT » DURHEB B ALE A FIRY T8RS - Hhim BRI SOE » &
15 (FACERHETEZ)  (Open Access in Data Transmission Act, S.B. No. 2146 ) Hil (1T
B <5 32 5% )  (Executive Order No. 32) © Fij#& BJJIA bR & RHE i 2 32 09 A
P8 ~ Sl Jh a5 it A B SR A 3 BRI AR 5 1B R AL T BB 18 B M B Y B T R A
IRES RRBURT B B DR ES 2 » WS F LIRSS BGR (Macanan Palace, 2023; Senate
of the Philippines, 2023 ) - FE L ZE 85 N - 3 B8 {8 3% & 4 Globe Telecom  Smart
Communications # DITO Telecommunity * #{fc#5 F B & JFEL RIS - M7 H#EE) SG X
M= B [E] (AR AR o ART » R FR A B — R R I R s = -t R
(G R RE A E BIRCRY: ~ AR R - SSEA N B TE BT 1 MERE DY
RIS - EER] — PR B AT REAF AL 2 REAR I B - G IR ~ Sk B Bl
MERSIRIEE o BERIBURN C 3R E10E Lo R B B0 B TR B T T Bl - (BAERZ
SR AR ME BL TR R E DL N - RS BERAIR » 5 R BUN A — i
#  REEE MBI I RS - JERERY SG BT SR IR T AR R A S B A
xR AL B B SR A R YRR -

TEFERE SG i 2 A RAR  » AR I 2 B G A PR LR 1y
HEF R - HAERZ BT XS —E3E S - FEEERG Globe Telecom
Smart Communications (PLDT T-/3H] ) I J DITO Telecommunity ¥4 % [ % 4
ETIRSRAY T HERD SG PR E IR - fEaX i PRI T - A EH LR ERER G
B ENCREN TR - DR AR EE AR U2 » Globe Bl Smart { 4G IFAEIA
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R ER FH3E f Bt B 35 » B SG RSB R AL RE A (I e SRR e - 3 Jo [RI T B e EL 7
A B8 Y RS 1 o FAE 2019 £ » Globe BB AT EL#E Ry 3 B S F AR - THETIRA
12 fEETCAE SG S i Bl S dUE R AR 5 » M RJeHEH SR nn 28 — R F SG E4E Nk
% (Morales, 2019 ) ° {EiSHEAGHE T » %8y B o BLUE R RS HL HL B0 57 TR (A% B IR
HESEREST - AEFERE S G B EIEHNL - K775E DITO Telecommunity » {FRyHHE
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B L REORZINFESRES - BUFEHES) (BIRE @4 28l 2025) - 58 T &ELR
Bl B WHNTRERELZEE A EE L - DGRBS E B L Ea R - e
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International Legal Implications for Hostile Activities

in Cyberspace and Taiwan’s Response Strategies

. . kk
Hsin-Hsuan Lin

Abstract

The rapid development of information and communication technologies has transformed
cyberspace into a critical arena for international political, economic, and military interactions.
Hostile cyber activities—such as espionage, cognitive warfare, and attacks on critical
infrastructure—have become increasingly frequent among states, posing significant threats to
national security and democratic institutions. The regulation and evaluation of such activities
under international law remain in a developmental stage, primarily guided by principles of
the United Nations Charter, including the prohibition of the use of force, state sovereignty,
non-intervention, and countermeasures. However, the anonymity, transboundary nature, and
ambiguity of cyberattacks pose challenges to attribution and legal classification. As a highly
digitized democratic society, Taiwan faces multifaceted threats from hostile international
cyber activities and urgently needs a response strategy that aligns with both international legal
standards and domestic needs. The government has launched the “National Cybersecurity
Strategy 2025,” emphasizing the concept of “cybersecurity as national security,” and established
a joint cyber defense system and a situational awareness and emergency response center to
enhance overall cyber resilience. From the perspective of the evolving international legal
order, this paper proposes a multi-layered response mechanism encompassing political, legal,
diplomatic, and technical dimensions. It offers normative recommendations for institutional
preparedness in Taiwan, including strengthening attribution standards, fostering public-private
collaboration, advancing digital diplomacy, and reforming legislation to enhance cybersecurity

resilience, responsiveness, legal infrastructure, and international cooperation capacity.

Keywords: cyberattacks, cyber warfare, international legal norms, digital resilience, hacktivism
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o~ WiFERitt

HAIARTE (digital dependencies ) FlT5 [FEAYBIR 2 2 PkiK - TAEBIZIGEE - 3%
S ELE AN AVE S H s R - H =38 2 A Bt S ) B R B s AT g (et
& o B » EEFNEEE S R s B & R - EREE BB Ry SErh (LR
TEE R B FALE R A E R SRR » R LRI - AT e 28 By & i B i 3
PR 2 BB 35 2 BRI 5 B M B RS B BB 2 » B AEAE R & RO MEEUE H
IR ~ 1B EELIEET - SEEIASEE RS (US. Office of Personnel Management ) &
BB HEGE 2,200 FFERHE SI8EEE - BURBIR A 2 e RS PRI
55 (Citron & Eichensehr, 2025, pp. 49-50) © 2021 4f Colonial Pipeline 3 % $5 {452 1k 32
B R T B i AR R - M 3 TORIERNE L o E I R B RR SR R R
e 22 s B 20 4 o I = BE R I ( Citron & Eichensehr, 2025, p. 50)  » fEJ&H
18 NP HOEAT R B RLERFI IR H A g iz 8%+ 2017 415 FIFEE 4% Equifax
BRI ME R - B SO 1.48 A EE AR » #E— MR P (E & E B
R BB EEYEE A2 (Citron & Eichensehr, 2025, p. 50) © JL4h » B EAT AL E%EL
0 B SR AP v RO o A S T I e A B L v S M Y ) SR R R
2017 4 » WannaCry JR #2272 ERE A 150 R ZVE+ EZEN » WannaCry &
RS PE (- B3R Windows {ESERMERLE) - SN2 s B E N HREFII T E &R -
il 3 TR I S 2 B B ~ SEDUBRIERYE 5 H 0 R s T L i B A4 1 B A
BIMEERE - AEEE TR IR BR R FUE T KRR - SRR 5 2 4= LA L 3t
PRIE » frEB)25 B BURF S B AT g B o R S i st it P 8 2 Y I A B A

(Sigholm, 2013 ) -

S E Ry e WO A R R R Bty IR ik & -+ 2k B Es MUE 1T /iy %
HEE - iR G BIRE R TR R KRN - ASCEAERRET A R H %
IIEE T RS B R 2 2 kB e RS IO T BB B A TB) - 200 Wb B2 i
W% S EIERRIRIEE » £ O MBS O T Ry i R 7 B 5 P R R i 5 5 1 B AR
FETRPRE o 28 = BB Wi BT BSE R - 0035 LR B e 1 T B I B i B
HE GRS J i R 1y s FH PR BRI R » [RIPRFAE fr R B T B R B R 3 T B
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7 (due diligence ) i FT 7 #8 i% 240 B2 5 202 i Y e R B A PR I ) AN SRR T A
FL A BT A H 3 IR B R G BOA T+ =R i RIS ok R 4 i
WA« T RFFIUBRAERG o~ TG ERMERENS, - TREGIEESRS
B EREE 1 0 EMERRS A R U BB & B Rk P 1o 2 B 2 18 RS AR Y

gl_

B HEEEROSTT S LB 1T H) K ¢ BURIE SR BLIR BN B

—  MEAET R EAEERBR

AR P R BB PR 22 4 B 5 R L i AR S8 5K Herbert Lin HYE# - Hof
NS BRI Ky T BE I A TN FIER AR 8 ~ R ~ HCBR ~ [l it B 5 dE
AR B 5 o R R SRR MR 1 TE) (Lin, 2010, p. 63) - MEARANHE
FRIEHE K Oona Hathaway fi5 [ e F5 H B AT 25 B i BH J 1 B 52 44 8 5 B ey e 5 [0 JEE —
fERZ LR © B etz S RS SR E 22 - a0 T U AT o A T R -
HAREEBU IR BIE H 550 % W TREE IR E N - B2 Rt i R R E G
Jita g AR E ARG - AEAERBIEE T - G ASEII SR R E T U 1y
e - BED EBGE T - BETHRE R WIMEE R E 28 Mmaat - MU T B
FIR R B R A2 2K - B TS — S EREITI S FUE E R e

(MRETHE » 2023 » EH 102-107 ; Hathaway et al., 2012, pp. 881-882) -

T IEL, » Wt o M AR TS 8 o B Y A TR S T & L o R M BB v 1R Y
DB - F AR T AR | B A A A U 2 R R 1T E)
JTREMI B SR E I HE - HERUIMIER BB sBUEHEE S - FERA TR Al -
BB BB A iR R B+ T FE— M Fy B 3317 Ky © Oona Hathaway 78R B 5
HEANRMIE - ERTLERE NG SR BRI B AR - Sy N5
TEH AT ERYESR - TS T ARSI, (cyber-attack) ~ THEEEIUTE 4 (cyber-crime)
Bl T PR (cyber-warfare) ;, =FHHYFHEE » AT =& EZAEZR - LR
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PR BCRR A FR S B R BOA BRI e H 1% H 55 S SRS DhRE I T Ry MR SUSERIZ IR
B SR A Ty B AL A P IR & SOTA Y B U SR - T s B U s i 2 DA R
BB NS B RS o IEME R AME T E R S BV E R - WEBIRNETEEEEG
fE4t3% (Hathaway et al,, 2012, p. 833) » =FWIRR AT B4R 1 -

1
HBERIETE ~ BRIV R IR R SR SRR B

FIGURE 1: Relationship between cyber-actions

Cyber-warfare
EFEE e

Cyber-attack
BRI

Cyber-crime

EEIETE

AF AR YEHE W A “The law of cyber-attack,” by O. A. Hathaway, R. Crootof, P. Levitz, H. Nix, A. Nowlan, W.
Perdue, & J. Spiegel, 2012, California Law Review, 100(4), p. 833.

HZXZE# KR © Dennis Broeders » Els De Busser {1 Patryk Pawlak $§H! » B
AT B AR QIR U R g8 1 DA R R M B8 (Broeders et al,, 2020, pp. 6-7) ©
Frpl @ e B S B =R R A8 M (advanced persistent threats, APTs ) SEUHRH R L[5
T FE IR R NN S - AR AR BRI T LRI T B R B T
EAEHYIE (Katagiri, 2021, p.3) o

N RBIRHIE - BT EIEERR 52 AR RE T8 53 HE R M % 22 TR 0 D (R IR L 57
PHI T MR A RO E I ER R T RE (AEABENREARE]) BT h - BEEEERE -
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HRBERERBUNE BHE » SRR Ryl - B 22 R IR R T R 5
EHATAIBLE AT o EAR IR & RSB, 2 st i OB B B iR EE . G
T8 B B T Y S AR RIS =) ( Tallinn Manual on the International Law Applicable to
Cyber Warfare, Tallinn Manual, L) N BT ) 43 BIH 2013 4F ~ 2017 4E6E 8% il
R A PR T A I 2 T A B e el ATk Z B SORKFLE Sy B 5
A GERIB I T 2 B E I 3208 S A e i PR R A T B I RE R R -

AW » BRI AR SR AT S B TR 3R 3 4T Ry U5 THI i itk 2 5 ) T 95 1 (e
(A A {22 M B ek (Katagiri, 2021, p. 3) o £ 16 7 KT B Bt vy B B S S5 v 1
B2 » FEEREA RIS E S A RE R At — Sy B s L 22 - I B
mnE AR - Ry T IR SE R, (Katagiri, 2021, p. 3) » AR » B FRETTHE
BRI LIRS RN R AT e L [ER Z 17030+ RLBS A 20t Bl 5 F 4311
AN5E A — B BRI (Katagiri, 2021, p. 3) © Jth4h - BRIEETT & BRHA MG S 22 AT AR HE A &
AR - R A BORBIFIRE AR RS 5RE R E - T5E e 5 B EER AR
HIFAEE ARSI o BEATE M G Lo PR IR B 0y — 20 ~ R MERYEIR
B AP (Katagiri, 2021,p.3) o

— B=ITEIEESE (hacktivists) ZEIEEH

kAN Ll - S EE N 2 R IR R AT R G R A IR E - AL B
e g% 22 ] A R B 52 4T TR 3 B REL A Y R B R R B T DUR AR MR B9 20 (Sigholm,
2013) - gL - BREATEI ERA TR NEGETTBURBO S - BEIT RS
MG - RFFRARIR IZEH - I HERZEEEGE - EHREEEEE - B
AT Ry st M (defacement) ~ MBS A HEIE (redirects) ~ 5 El(PHE
B (DDoS) ~ HAlFEHL (data theft) 5F (Sigholm, 2013, p. 14) -« fEE R AAT
Al BEEARMEAEETEIEE "B ) (anonymous) - fIfIHEBIELIEE
KU > AUAGE BT PR BN SHRITENE - BT RhEZZHR
Buasut & - BAmIINIERIEE - AEER LRI ERISR AT R i BRI
THRESEREL B EHE (Sigholm, 2013, pp. 14-23) » Z&S35AT T -

Uy



PREFTIE / fBEERNE I T8N Bl A EERE S ERIEREE 39

(—) BF (hackers)
BT HEA SR B AIERAI A - MR T R R B BRER
ot e AR + G HRESERET A MO o ARBREIBE A ETEATE - B AT 40 Ry =
( Sigholm, 2013, pp. 14-15) :
1. BIEEZE (black-hat hackers) : YEfTIFALE - @ H DIAF R HEHY - L
HRR - FIANEIUE HRE B AR IERM -
2. [IEES% (white-hat hackers) : JRAITE R ETERE » ZENBUFEEZE » &
FHEAREES L A ~ MR - (e R R R R B -
3. JKMEEZ % (grey-hat hackers ) : 1A FRIE B (IR [ A E R DUIIRE T Rl
B E e T — LRSI R T Ry AEASEERAVIGS I T BRI -

(Z) ZBEE%E (patriot hackers)

FRIEE N L EEHIZ B A BB - RS SRR SR S E 5 AR BUG
Mt - RS e Ze sl Tt - fian - Ry TRLERE ) BRATEEEES
A EHAMEZ R B T REET ) o SRR R BB E AR R B o 3
T EZER - A04E 2007 P JE R DDoS B EE ~ 2008 & G i AYEE B F (Sigholm,
2013, pp. 16-17) -

(=) WEHEEAE (cyber insiders)

MBS A B faHEa SR AR A - RS 88 ~ SRR sE A Btk i
H ORI B sBUR S - EITE R R A AR, - 55 21T Ty P EECUERRD - [KIRy
18 LE A\ B EERERR - B1an - BHEE A BVTRES AR A AT - SFEFI A USB
SRERBIE S AR o & AR HESL A (WikiLeaks) FHF: (Sigholm, 2013,
pp.16-17) -

(P0) #@ER7%ifDF (cyber terrorists)
R R 53 7R RS el B B R - B SRR BUAEE R RE H AR - iRk
NSRRI o BEIREE S BT MG A R E S I o (RS B BTy - TIRE

ANDITS
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BBIH L E ~ RSN G S ATHTE - MRS S B RS B = R Rl
PEELER S RF L (Sigholm, 2013,p.18) -

() EEEEEEE (malware authors)

R D P A R R B SRS B R © A~ IS B
AR o MRS - O LR R LR - S B AR © IR
SERLRE RIS T B (Sigholm, 2013, pp. 18-19)

(77) #8EREERRE (cyber scammers)

e I 5 e St 2 LT BN I RSB T TR Y R SIS 75 B ) < R UK
Eal o W RAFERR TR - (1) FERAIRENERERR © A0S 2B A8 umHE T
TERE S - (2) MEE%EUL (phishing) : ZERXE B IRATECH AR T B - 55
Bz B HTEMRURE R - (3) FAE=UIEEEU A (spear phishing) @ BEELEFEME - F]
AL A TAE B kBT E HAR (Sigholm, 2013,p.19) -

2~ RIS SRR PR R 2 8% TR R R R TR

ARATAT - AT E b — S A MBI A R e A — ST A 2
RUMHERS IR - e A A 2 3B R PR AGZ B T A A R B BRI - SRS
W — H b B AL A T8 o AR RIS R - JERY - BB g -~ L
MG TR SR B AR B A R T B BT - SO SR B R B R TR
T U ORI T R BRI RS - HEMT T2l " LR AR o B B A e
S BT R RS SR IR ERER L o RATATE -

— - BEEREREENECEREEER

(—) Bt8EE (United Nations)

Wt B RS 2 2 LR E S AR - ERSBEREEmE%
RN AN TR - MERIMEE 2 I AR - RRE B LR B i L
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BIJRI R G E G5 (Hathaway et al, 2012, pp. 860-861) - MEANARR S HIE B 1
REAFEE B2 - (RE R[S DU IZ 5 F e 5 5 BRAL R 1 57 B I R
HEARH PR A R T) - HEEREESRE - WS B AR 2 B BORRIALE
(Hathaway et al., 2012, pp. 860-861) - b4 » K& yRn] X EFFEEL % 7 B 52/ MV
4112004 FEFESEAEM T BN B SR /N o (Group of Governmental Experts, GGE) »
BNE 3R 20y B iy - 470 1o I SR R 1 [ B 2 1) A o i s i A ) BB 5 B
(Luzzatto, 2022, p. 266) ° BRIT{EAFIEEHYHE R Fy 2015 4 GGE 412 (B TER
2 W A G B AR R (5 I B R BUR SV S ) (Report of the Group of
Governmental Experts on Developments in the Field of Information and Telecommunications in
the Context of International Security ) » 3%{n FH & & B AMERERE (B BIERE) @
PR MRS 22 ] 5 BRI 5 AN 6 T4 T (5 B SRR R A It - I 5 MR Ak o G P ik
FH 1'F 2% B 55 35 49 1% 75 B 19 SF 2 (Group of Governmental Experts on Developments in
the Field of Information and Telecommunications in the Context of International Security,
2015) © 2021 - GGE ¥ty (TR 2 2 o e SEE A i 22 ] B2 B AT B 5 AT T BRURF 55
FAAEH ) (Report of the Group of Governmental Experts on Advancing Responsible State
Behaviour in Cyberspace in the Context of International Security ) > EEHH 2015 SRR 51 HI]
BG5S LT BIREE RS - BHZE (BIEAEER) ~ (BIRAREE)
(BB EL) WS B A 07 B P OO B ol A ) B R % R R BB BE T (Group
of Governmental Experts on Advancing Responsible State Behaviour in Cyberspace in the

Context of International Security, 2021 )

(Z) Jt#Y (North Atlantic Treaty Organization, NATO)

272 2007 FEEVDERE R BN BB, - ALK 54 PRAG IS 4 2 -
ADLBRUIR LR BT P e i 1977 2 D U B R G B et © 2008 A7 T R =il (2008
Bucharest NATO summit ) & » JEFUERIZ G TEHE BT S0 (Cooperative Cyber
Defense Centre of Excellence ) » B E &L & BIAE JJHLH] € K HHEES ( Hathaway et
al, 2012, pp. 861-862) ° 2008 LA LA HE B B e il BB NI FY BIFE
i/ MHARERY (BT #ef R "5 —

-

%/ (International Group of Experts )
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PO TR A A, (FREDRE 0 2015 0 H 167-168) o EEAKTMHAYHRE/MEE B
R Z AR LR B H T R - RS ARIER A - BHRER - [ATHEE
AE DU P BfiEan ~fosk B S HHEER A 5 - ZRE IR SR BIE T -
RIEL » H SR - A BB REEEIEARE - (BBMFM) ST RTESRE
HE2G ~ BRI E 5 % 1 SRR E M A 2 00 R B 5 o R A
WCER VA B E TR ERE - BN B ARBGE - BEUS FE RIERRk  H R
E—ERERTE 2 (FREIIF » 2015 » H 167-168) -

CEEMRTA ) mals2ft 2017 SEHEHR, (EEPATEIT 2.0) AR - (D3R ABE S By b i
ERMEME s M R B E B B EEEE - Hr—RE ARG (BT 1Y
R HIE TSR R B FEBRAGOF - TEECTEES (BT 2.0
EFR MR TEIEIRE) o KIIE - (AR 2.0) BUR T RIRRT- A AT « &
Se/E WAREREE - CEEMRTFAE 2.0) RS » 2R B L E R LUEA &
SYHEFT WS TAEMIERER (Schmitt, 2017, pp. 2-3) ° FZFMARFICKI S MEHEELEA
SO BRI AR S 2T IR WU SE B AT AR B R B E 7L
5T —FF5RFHE (Schmitt, 2017, pp. 2-3)  © FLSb » AT RBLZERAE
TR 2R 2016 4 6 H Wi B PR B 52/ INHER SUIRE Z BB AR 8 » [RIIRE P 5 HhREA
AT B - BIE TEREER ) 891 - IRIEBIRRE TR, 2EY -
R ETABCR M EBEETE S (Schmitt, 2017, pp. 2-5) < #F.Z » (BT 2.0)
HEEHHENRITERZER (lexlata) -+ [K] L fE B 5/ NH P S EEE AR AT AT
JERBEHE (lex ferenda) ZF5R (Schmitt, 2017, pp. 2-5) » HAT » HZEEHEIRIT
BIRUBRAIM R AR - BB A » HEHEEMEE KR - [N - R BT
B2 @ > HER TRZER ) (opinio juris) ZABERRINEMD - [KILHLRE
B A S R S A I MR B E BIRR i - R » I3 RRYZEERIE AR
R THIR P R E 2R A8 -

(=) BWMIEZEZE (Council of Europe)

LA B PR ARAH LL - WO e e Z 2 S i L~ it 24 -
2001 FE5E Y (A S JUIE 2 4Y)  (Cyber-Crime Convention ) & 23R El &t
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e g B AR IO SRR BIBR IRAY » B AR B Y iR B G M F R IRy 9 2 [R] R S
R (EMITEEICIRART) HE < M IUTR SAHRRTT R B fs - BEIRET: ~ B
BB~ JE U~ BIBNA - B0 - ERREE - BREREE - BERIREE - R
BELEST AR5 MO B8 ~ {3688 1 BR8N ~ BB ~ SRATFERR ~ mhArgEReii g - DL
FEEMERRES - AT ERNMER#HE - EisEE - TEhWSXaS ) Dk
BT ) R FESFAYEER (Nguyen & Golman, 2021) »

(5] e 0 I A R 1 FHL R 1 #5 £ FE 32 2 2019 4 0 B (European Union, EU) #
e (2019/796 SRFTE BRI BTE R0 BR U B 5k S A B A ER Pl SR ALY
FR 0 ME$5 0 ) ( Council Regulation [EU] 2019/796 of 17 May 2019 Concerning Restrictive
Measures Against Cyber-Attacks Threatening the Union or its Member States ) - §1%} & W
B HC R B A HE S SRR PR AR M F e < AR ARIE R TR 50 110058 3 SRS 158 T
PRUCEE ) WE 0 (1) PHGERRGRHE . (2) TEEHRM : (3) HEER 5 (4)
EE R o R ATEHEAAET ST Ry - WRFERZRAVITE) - AR R HIBE G2 -
MRS R ARG REEME © (1) FBBEGEARE 0 (2) FBEHEREH
% & B SN ( Council Regulation 2019/796,2019) e

MAETRESE AR ESEAERNRE - RFHEE 2 BTGV JREIHE—
REHERE © (1) BORSERAYEIE ~ B~ 2l I sEN: s (2) ZEBWE
ARABIEN ~ BReoEAVEE . (3) WRAVKEREE ; (4) ERAYREEHRE
S (5) TE AR H OBt AERIIRERZE 5 (6) #RBIIYE K E & RS
IR 5 (7) PPy se i m BRI (Council Regulation 2019/796,2019) -

HITBHECER €2019/796 SRAE) S EE BB fir i B ) BORE 42 B 48 H B THE
M RHAEE B PIT R I h SRR - Bk - ¥ TEARE , RlEy %
SRR AH 2 R VEASNE A0 T BRI TR B TR RIRR L - SRR
RREEK B B A — - B — BB A E R - HR - BlEE T TAb
AR o TR R I B B - BRI ORI BRI - BB AR -
SR BIRH B AR R B -t s R U TR B R CJEH A E - 53 0 R
BT R R AT BRI - BRESRLTADROR - ARRGE R AR T Ry e R E e
& FERs B SCRA R EEREE A - U5 S SR -
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() EB&{E4BE (Shanghai Cooperation Organization, SCO)

Fig A e T~ RENT ~ MR~ AT B e S R e E R
[ 2001 RN Z WIS MEBUR R 2 2= G RIS - 2009 SERZE-REEMEZRE (LS
TERL R BRI R R L 2 BUSHEI SRR E) - IFSPRWIEVIE « " Bige
PR SBBUR (DU 2505 5 ) EEEIMEEER(E B 22 M (E Bl
PRIATIHT T B A 8 AT P D5 T S EAGEE YD 5 S RPN EE SR R i L Bl Al 7
B Bl R PR AR E A L R H R FTS [ R B R RBREIRE R L 2
TER BB 2 2R iy —E R B AR AR EAE S ; BRESTERPRE L & ME
EE—SIREE - G ERE LS e IR (EiE R
B R ERRE B L2 BUN A TERE » 2009) - (HSHEHHE @ AiEETER & iz
HiFEE B B BRSO E RS - WESEEE - RFWEE 2 e EM RSN
Fo " FIA ERBOEER GG ~ R & R DRSS LRSI E S ) AR
AP PR o LS R M B g B (I (T B A A AR R R IB R - P S
REFI] Ot Ryt Y7 B A B T RE TR A Il 00 PR A B B S AU RS B _L I 8
FERREE o BLERARSEr - Edig S MR AR R AR U It 1 0 — TR B A A e M B AR i
BARL - MERBL R R — B AR A SRR - REIRERTEESR " IR, A
"B B ] e Sz RN VBRI AT S o ThB B R P T S IR RS T BUA
FRAETE S 3 o LR MO8 - (A EPRZIE B/ 5. (Hathaway etal, 2012, p. 865) -

— - BiEREREENEIERERER

BRATBH T4 & ARG I B SRR 3 5 o N et - BARR LR i HL D OhaR
fifE ) S R AR A R BRI A%+ MEPTREIAI LTy T Bt B T LH , g asdE
FRFFE BRI R T Ry - 1M S SIS SRR K T AT B R AN E &S

UORAE (B sk B BRI S & R A BUT M A EW ) B 2 EPT R T BIE B4R
B EZREHREw T (1) LXBARPEA -5 LB EMPTE: (2) FEAHER
(3) 1E 8k (4) AR AME & EMGAANARTREGH SR 52 (5) BIEHORILB BUSE
R Ak @ R A BAFAY AL 8 5 (6) Hax &R LA RE L 2R TETHYA
B () AN&BRE -
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AL ~ 22 SR P ST R T RS - 5@t T TR, 5 Tk
RIS | R CRHIEr A A SH AR - ST - SRR T — S B L
BRLFF) T L » RS I 53 R ELTR S BT R TR » G SR TR 5 A
% - LHTRATT -

(—) BEE

EoG - B A ] REE P U B R AR A B B R A B .+ iR

T BRE NI BIPREZ2 % (International Telecommunication Union, ITU) & HI5E

EH o SR T EEESCRREE IR - AERE SR A B RS
PR SRR ) o ITU HERY R # AR BRI a0 B FI B AR AR A - DU
ANEATH A FEEARAE » - BE Y2 13 5 5 R S 3 B R o Y5 4 P B
F (Hathaway et al., 2012, pp. 867-868 )

BEHEER - (B ERERHEERE)  (Constitution of the International Telecommunication
Union ) MR B2 EFRBRE " P& | - (HEES 1| SR E RER ARG
fREREEEZL R ~ BIREAETE ; EEESE 45 BREHEF T (harmful interference )
LEEIE  TATEEE - i HAR R o SELIA S A S B~ ERE T RYEE
f o SR CHERREE AR EI ) R S I S A 7 S 5 1 LAt Sy iR B A 2
R PR R 5 Bl (5 & A F TR T A7 BLE(E ;. (Constitution of the International
Telecommunication Union, 1992) &3R8 » HZ2HIRME ~ M IEEE= IR
RISt - HERE S R R A & 4 B 5 B P {3 PRGN TR TR RL R

(Z) MZBE (aviation law)

B % R R U A2 SRR - AT RERS 3 = T R BRI B RE AR R
A 2 JRED 1944 £ (BBREAMZE/A#)Y  ( Convention on International Civil Aviation,
wE BN B INE - XA CZMaEFAKI) )~ 1971 F (ERFE LK)
(Montreal Convention) » L5 1988 4 ( SERFEMEL R I 1IT RHILEREE) (Montreal

Convention for the Suppression of Unlawful Acts Against Civil Aviation ) - $EEERIH =/
R T GRS A E H B~ SRR gk - BInfREE R
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MEE o FEE - BEAKBEHEER - 5k CZIEAK) #0727 EEREH
#H#% (International Civil Aviation Organization, ICAO ) » B3R E % " 2t
TLEAGTEARD ) - WA LA T8 RAURITAIIT Ry - BESRAKY 1984 FREIE
ZEE I BE ) U BB A - EAEE R BEE TOIRIL T - i BB TRy R (R R o
B REEAHEg o (FRELK) AE—DUE - EM A " H0E HIRE
{22 e fATRAT » B0 T R EAETRITHRAY LS 2 o+ ARS8 HL S
TF - EHEEIESE o KIIL - 5 IR SR g B R A L4 (F B0 22 R - BB AU SR g
( Hathaway et al., 2012, pp. 869-870) -

HR - (ERESREE) MEREARRE SR - 55 ffal - HIHEAIKL
BHHEEE - MBS A Bl - SR 22 s « TSGR -
HORLUE S 225 IR o IEALFEZ RS TR AN ~ ZERAL B al R et
SR T Ry - 7K BTl - BRI KA 22 ARG T R s ik Bk » Al ik
BLYSTE RN L R BAIR - R e I B R i — R YR H A S
PR ISR B A 3R 1% (Hathaway et al., 2012, pp. 869-870) ©

e D

I

(=) B%% (law of the sea)

TGRS SN - BEREREAP L ERE RS
WS IESTR » 99% WP AR E AR MRS - Al AE 2Ry T B A anit ) - SRER R EREE
95% HYME g - 2L H EAUEEE @RS ~ BRI S BRI S - DU EIRE
oy~ HHRENE - PRRARE ST Ei - o2 B E SR A R (R
2025 fR 8 02025 ) HULE R BRI S - 1982 4 (B S EIEEE LK)
( United Nations Convention on the Law of the Sea, UNCLOS ) #ff >R B[ 31 5 K B B 5%
SR - A RS FRRIESE 19 R~ 56 109 fREELEE 113 {5k - AERLEEIEIL T
A]REMAIREE PR E RS SR T R -

LARIBAKIES 19 6k » SN E A TS @R, B - (NS ESREIRIRTE -
RIFRRFF B R - By R BOR T IEEIT Ry, - HhEsE ()
R FREESEGEE R (o) RIEFEImESEER - (d)
W RN HEASTE) - DA (k) HESEERRME AR - 25 (k) FOLH
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B P B IR A YTAHR - R R s R T B A Tl A i - B AT RERE GE
1% (United Nations Convention on the Law of the Sea, 1994, Article 19) o

2. 56 109 fRAIBE - S BIESTER LR B A BHIARAER RS - 5 T 1L
B it ) K R (B S AN e B BT - 38 B FEAR - (E AR SREGEHER S -
Rl » 5 S BORE Y AR AN 23008 A3 1R - mTRERE AR 5
& (United Nations Convention on the Law of the Sea, 1994, Article 109) o

3. 55 113 REOSR B EH SRR E BRI IRERIT R - A SRS
BT - HUCRW RSB RES R - 17 R BV REfE 2858
BRI ANE1T By (United Nations Convention on the Law of the Sea, 1994, Article 113) o

BESI S BRI EE MR R AT - (HER B S EREFR A IRITE R

RSN ERER B (Hathaway etal, 2012, pp. 872-873) °

=~ BIFRZ=RDHT - —ERRENEBRERD

TETHET B R SRS ORI - 2 F B PRI RN - SR N R
WG MEBAGH & - H—T TR ERG IR, - 200 I4E 2008 FEEEHE
H - DU BB R R B SERY 2012 2 2017 FEFEEE Shamoon EREEATERAT
HYFABEOR ELREPRBRRE ~ HEFT WIS E BB S [ B TEINBUGEE - EEAL
PREE MR - 58 % "B EIEER S IR RN 5 - RIS EEEGE BG4 UK
5B - HEEAY S B EE MBI - RN R B A TRy B - 5 R B
KBIA AR B FARIE BRI R » S =T " iRR Bl 8 & e RS | - A1EE
BN S TR B APT BY % Bl e 0 3 B3+ FHAY R E - Z RS & (R L FR PRy
B - SRACEERSIRIE - SRS H G I R AR A A e SR B B - 58 =R
IR IR 2 A v FEURK L L M TR 32 i B 22 i v » AT et ~ R B g s s i =5t
SKSF-f#; (Sander, 2019, pp. 365-368) ©

(—) TIAEARER &R

2008 - MY EE N (T2 R 5 B KRS FH B 2 B Al g R 2 — «
% SRS O I SR B HSEAE - PP RTE AR AR RS R B AT 2 - thoR



PR B 744 Y HLAB 58 (Sander, 2019, pp. 365-368) < FAMNE I [FBR HIBIAE 2012
28 2017 £F[H]HY Shamoon KCEEH » v IS st el 1y AF B R SE Y RE TR BB T R B e B il 2
B BT+ SR R B BT A2 5 PR B8 B AR AT IR 52 LAk = 8 T TR W E HE IR B
GH R HEREZETHS - BRIRFR AR BB FH G LI TE) - iz L R
O 0 1 HL AT RS 2 R DL ER Bl S B 44 SR (silence as pertaining to the what attribution
question ) ( Sander, 2019, p. 365) -

(D) BRERREIGRERE

o R SRR eSS - SRR R (HA T G PR B Rl —— “publicly
attributing cyber attacks to other States whilst remaining silent about whether international
law is applicable to the situation” » FLELHEEFIFy 2014 4 » ZEE Sony s 3EE R AR
HEA SRR BN ERL - BB RRER L EEER - REIBUFTGE
BB PEILER R i R 08 - SEPHBIE A R BAR S IR - 2RI -SSR tR% K
BEMCEREESEBRVIMERER o &R SEBIE AR BT Roml Ry " Hil
BT Ry o MEBARERY T EIBER o - AR BE BORBLA A ZEM (Sander, 2019, p.
366)

State and confirming that the pattern of operations constituted a violation of international
law”  (Sander, 2019, p. 367 ) ° 2017 & WannaCry $J5&J/ 55 7F 2= Bk Bl A KA -
e ~ SR M AR R 5 (R EnEEA ~ B - MEPSRE) AR PRI
R BB L3R - RE S B S RS R LAY B - AME R RIS L = G PR B 2
T - heRil TR AR BGRREE T © [EREERNE - BB AR S
1751 > BURH R R RN 2 2 U8 H 1t RS A 1 (Sander, 2019, pp. 366-
368) o
e DUERm - 5 AT R R T R el e R se s A U 1 -
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*1
ARV EZEFEERISERME
S BERER
=12
RIFEETS =F: =20 ERI SEAA
2008 TE1FEAEMSE ~ FER DS BIRIE ~
B} R B2 A e T
TRERABERIE | 010 0017 F Shamoon W& i
52 (5o TS (R D \
SARIERE | 201 enEmsmm == =
RREZEME T o e ~ X[~ IIEK
- 2017 T WannaCry 8)3RES S B T (=]

M BXEEREREEEEREEE
(—) BIREERRRERFERAEEZID

i ELUS - BERYE AU S MO H BT B WA 5 - B i B 5 b AL
Bt BB 2B K BB IR e - B S BIBIER 122 &9 (The International Law
Commission, ILC) 2001 5@ 8 HY (BB XA EIT R BRI B Z)  (Draft
Articles on the Responsibility of States for Internationally Wrongful Acts, DL T f&if§ (HLZ) )
o 4 RESE 8 BRITERBIZAT RS A « 28 4 feiEay - MG THE Ik ~ 173k
FRAERERVE MRS R - HAT R ISR R B 5 5% SRR I & B i
AR A BCE RS « 268 S fRtE— R R IF 1R =N S B (AR A S RET T I EURT AR TR {8
NBCERG - HAETTBERL FIRRERT T Rt T Ry /Nl B B R - 56 6 R R BRI B ST
TEIE » B —BIBERH 3 50— BIEHIE ARRE T T BURIRRERT - AHBRTT R iR =2
FoEd - 58 7 fRoRa - BUBEIT R @ BGE i Her - R H A& B R BRI R
BAEE - AT R R BIRAT Ry » 55 8 RAMEIEIEAREA - BT R ABERZ
BIRIEHE ~ PRI - HAT R Rl BR R BISR - BT S » RLER - E e A
B 5 %5 (E AU R IE U AR T R RO BR B 200 - B BR FUERIRGE LSRR BN
¥ P R < B HEDIRE -

AR (FZE) BUE ] 35 B S BRI RS 1Tl ~ At o6 ] v e % 1 e i ] B
FEBIZAT R RS A TR B M E R R — WA 2 IRA R M Efa e - I H BRI HER]
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W E] (AT 2.0) FrElo&M - BHlNS - (BT 2.0) 2B “Law of
International Responsibility” —% .2 #{HI 15 % 18 B[ E M 1T Eh i 2 A B 5 n0 R
A o IRBERIGHAI - (BT 2.0) 3805 - P KIR A ie = R RE EAE B G RRIYHE
BAME « LHEBIRATRERy TR HAT Ry » (e HE /M B BRI TE) - Blan » HE
AR (Z2RMBAN17) A MEIFEBI AT R - oA 2 {8 B Ry B A
TR e » A R TR e AR MR 2 F ] - RIS RTEAERY - IR R T R
B IRIESE — BRI RTE - R E T TEIr R, -

AaGHE T BT 15 Pt - #EER 1T BB B 3 - SR e B ISP R L B - EK
FHRRAT Ry [ S By e B M AL A » WA R DHEE B LR TEI AR - A
1M > ek B R RAE S HH R A A SRS B R R i PRGE & & et it - FIWTRED (3%

FEFE R o M - FELEDL T - 3R B 1T B B2 n] REIK 5 & RAETR
I B RS e R B EIRE E AT - MIFEREEERITEAGNESE (RRKR
2019 » EH 76) - JETHH -

(D) BREBRAEEHBERBER

AR LR - R TE RS T R B K B AT R L B PR R - TR BT R E A
B DB TBIBRAR R R A DASIHERS BRCET TRy 2 il R AL Bl A
S MERE T RS ER R ISIRE R RS © H ARSI B R RS T AR
BHHEE TR EETEEFIET (factual attribution ) _FAYRIEEREIR o BIFRE L
A Michael N. Schmitt RIS b 17 & BIBEFIDRSEHI L (EARTHIE) St —HIHERY
e R iR - AP BIRE R " ESREE SRS 1 (due diligence ) I A7 M 2%
TTRFFREREEL » JRIKAERS LE BRSO HOR EAHIERY A 3 #S (Schmitt, 2015, pp. 71-
72) o MERFEZRGIRE "M A o ARBFILIFEAT - B H G R

THBE BT R EAH EREMEINY - IR RE BB EREE (Schmitt, 2018, pp. 71-
72) e

1941 4 T JEEEEE {2 | (Trail Smelter Arbitration ) H1 » BRI P#EIERERE »
—B AT ART R A T AT DR A R 2R A 52 AN [ s o [ P o A P AR AT
Ey 1 (Trail Smelter Arbitration, 1941) - A2 1949 4 » BIBREEREE R TR#
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1k Z< ; (Corfu Channel Case) FiE—2 45 @ T —BEKEHEH MIVIRIMNE
AFHE T EE IR FMBIRER 21T o (Corfu Channel, 1949) -

AR 2SR AR LU RIS R R 22 I PR R - N R A mI - 8
AR TR o L B SR AR B A A B AR S B e B A B S T RO R AT
AR ke e LUBERZ A T R B B R R BT B 21Tl (Schmitt, 2018, pp. 73-74) ©
F o BE LTI TR IS LRI - SR BRI T BN LR T
Bl o BLEREREAE ARG S R AR R B - K135 LR B S R KRR R AR5
s o IERANLL - S5 LR IS s AL B R A 7 2 B EAT R B AR - A
5 R R iR (botnets) - MEIT A BT HAREI S BN EE - 5.2 EEEEE
R IER R DAY T ERTEEFRH ) & (Schmitt, 2015,p.74) -

Bt~ SIS0 s 25 T o e L 5% i 2 Dk

A5 BB R 1 % IR AR 5% Ul 2 8 7 v ) 4 B B o A 8 A B o2 v - AR
BATBRE R M BRI E LG0T - FREIEEZ#24#E DDoS W% + WannaCry 52K
B OB R PG IR SWIFT R AR - HLOMDZREKESRE KR - DDoS K 1&)%
b~ RHARTUESEIEIR - BIPSNE L EGEBER (TR ML 2k » 2017) » HAT -

AT (ERLREHEE) ~ BT ERE WL 2Pt (National Institute of
Cyber Security, NICS) -+ BUF EHEE) (5 & # 2 2 Ml 2025) - 553 " &2 R1E
Z ) B MR BIRE LG FEEEE L - DU LR E WL e o 12
FHEERS L RME - MEAT, TH0 i 2 TEUK 18 T B8 TR AT T T 22 B P B - B0 o PRV
BRI R 2 T S 1 1 iy B 5 % S 1 A AT MO AU (attribution ) 3ELECEE DU%S
WESEITEOREBRARRIE - SR —EHAUE (HRTELH IS L h & e
B R AL E AR ) & o A& B EZ BRI FERRE SBT3
i BRI AN Z G R » AN B 2 18 IR S B Rl 5 il 2 A TR Bl B 22 5%
PEERIESIE o BUBASCRIBH AT - B W 1L T YRR LA % SR A R -



— » B EOEEE

AT —ERREBUA R MBI R T o I IR L o IR
JEBARF B » 0 RfREE ~ &~ RE e ot — R AMERR B AN
IKHEREDT » EMEREA "EREThILME  ~ TR ) BT RBuatiE )] ) FRItkn

HHGIM S - fE MR R SRRy - e LIS A B PO A T 1R 0k » MBI
B 4 T T el SRl g 1R BRI AR - [RIRF R A6 B T2 A B B 2 L2 15 i
A 5 R BEEE SRR N BE RIIRF R U - BRI 0L (threat-neutral) T »
B TR TR B G T AR R BT RE ST - BIATED R TR ~ HRRIAID BLR
SN EIEe R

EIRSTHRCR T fe b - FRCED BT 5 0 o o A B AR A B BRI &
i 22 2T gele 1A T e A YRR B SN o BEREEGRER T AIER AR ) (inward-

focused) » R[IFCHFER LT OMNRET - HEFos R 48 0l o ][ P o B B S R 1 ISR AR A
2
DEHEKTIREE
o) ={Vatd
e D

FEEMN - KiTE
(BREBLZEMARESR)

RILRES : BIBHLL

BEEMFE : KilFRE - RMiEE

EEGH

TEEN - BEES
REGHE ZIMNRES - NERE
BESEX - IBRIEHAR © S2(ERDIE

FEEN - AR /EEETH
B RINRES - BIFREFEA - SRR
BEEEE : AREEH - EEAF N

it
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B ERE IR LBt R PR E - FIRFE @S KRS - HOTBUFE S Rt &
Wt fE - s ol ERE R - TeTHBERe B Z i)t -

A BRI ] B B PN R O B B Bt - AR R et S - AR B P A Bl ik
TR T S AR o BhiRe ] RSN ACET S AR - $R BRI R Bl R BR A SR -
FH S SRR AR B R R A B A B PR B S 22 - plandes | (G BlE=R) 26
S1MREFHERA] > 2 (BT f2 ISRy [ PR B 3R

— - BN R EIRE N RS

FENT RIS BB AT - PIANMCR T B RL 52 BRI RIS E ~ RE S5
SR BORE B H AR B - [l - @I ARRERT - G ERRER
TBOCT - B IR SNSRI B R BORT Y - DT A SMIELTE -

ARSLGIAT = L A AR B TR G TUURRELANERG o TERREREE
HRIES ) BTGB GTE ) — <& A EEE R AL - R
TRPREE ~ BB CRELE LB T AT 2B I BURE - B AT Aol A SR BRI SRS T 5
TR T ERELRE ARG o MRS SRBRBGA TR S22 L E R S
BEmE L BAEE A EEBIEORFEZIR T - MHATR A H E SRR rEE -

(—) BUREAEEMTRE
B B ERREL "R AARFE RIS S o B - R SRR AR RN D B
BB B AR R T R AN A O BERE b - R A SE A BSEE RE LT - AHET
B 0 BWRPUGEAREARIREL - AR @A NIRRT - AT IR S A R LR
SRIENERI RV EZE » [RIRFESMRIANTE ~ MERE A S IEE MR E L RETR -

(D) AEtEECaRESIRE

= R R A R K H P RE S TR Ot T ERA TR (20 APT U8R
BENEEE ~ IERBIES) - EEERIL T OB S o vIRET B8R 7 Ay
ISR TRy > tn] REBUE SR = TR R S R - [RIB - PREEERE LG vl
Fo— RN RO T B B0 g SHPIR B ER - ERR T - EEAIREA D
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PHERE - Al [EIfERL & EREERRTR K - L RS BRI EIER ; BB 71 -
ik 22 028 L2 G EEH] - ) rREH IR BEREE S B — BRI E -
TR LB TRBAGEST FAPE - (e MR A E LR S R -

‘1111>r

(2) BELARREFEHEERER  RATEER

8 e sm AR ta il SR A T AT IR - o0 ik o 1 B AT ~ 2 i U AT
AUEER I BT ~ AEsnED - 828 T FRBEEN ) B TRICE A ) AURER SR ik
TR BLE SR HIBGETIRCR - JTBF#EUISC  JE0— I LR R B AR B N B A
il - AEE B A IR 2 g R R 280 RN T - EELIR B B BEE Y /5
TR B Sy - SRR Ry 553 -

= - BREEIR AT R B REEN T

MERS FolETam " EREOREAERIL S ) RIS T B M B S T T
e = R B A R B 2 R B RE Y - IHL SRS BN S S B IO 1 T R I 92 5 -
NAEREET Sz m b - 280K Ay iR B P T AR e M %5 =]
JETT=C - FERCTHI A LER R AL BRSSPI sl - SERE G b SR A e A KA

HR - FERRHES AR SR 2GR " U ) 80 T A | 2
R WS EIERGETE ~ TREIF A - 25 P I AR b S E I B - A
Wf - FEEEIER (BB LREHEE) HAHHE - ks E R (A A
Einfk et ) Blps i SR o 1M E R S &N EBE S (critical information
infrastructure, CI) 78k 1 55 B /15 Ry B 25 BBl OB Y EL AR © FS ol S LRl e i
HAAMARERIRE - H050 s B At a AN SR B BLm 2% » PTRES | B S iE IR -
BRI - AMEERLRRAETEF - IHRERE R - B RBEX
LA -

TEfH 3 Fraf iR S b 35 OB IRE v BR iR R E B R Bkt - IR M AL
BRI TR SCRIBS ] - BT S MAEIEBI AT R ie P e B < B IEEE R -
BHEZ2FHNHREEES AR (BT fR Ay H B eI E 2% - JRRE R
FHRURE SIS B B B BRI - BRIFEXBIRETE o N B IRAVERE - FERHEX
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BRI MR R - BRARATEN IR TR ELE - AR E ST Rt rTREbIRE
%17 hs# (non-state actor) FT#EEN EHINRAS [ - IBEIFRE - HIEBIRIT R
TTERE M EIRVIEE - (EAEZITE IR BRI — BRI - EEA R IEBERET
( Couzigou, 2018, pp. 38-39)

MRIBEIRE L » FREIRAT BB NI 1TE) R S — BB - TEERE M=
SRV

F— o IR (EEMETRBIREEES) 5 S GBI T B HE S JZE R
ANEERE LT R E—8 - RTFHTENE R S T B R RE < Ml A BB e Al
Ry o BIAN » FHBIRIZREFRLA L BB T8 5 FRBURF T R R BEARE - S 2RI T R%
178 » AT Ry TR E R 8% B ( Couzigou, 2018, pp. 38-39) -«

T BRI ARG RN R — RS AT BN B B BT Rl - BRATE NI Ry 2%
Z17ks (Couzigou, 2018, pp. 38-39) -

BB R RN BETEHERRE —BEER - B
H N BATITEY o BIAN - B — B A A 11 L A oA 2% el e % A B TR A L 1 T
o BEBIE AT R ISR R B R MR R R - JRB - BZ B R E RS 1T
B EAEE LB SR - S EMECEEBE - ERBEZEEEE NI
( Couzigou, 2018, pp. 38-39) °*

{h ~ el = DAISUER TR 2% 32 5 A0 v R R DRI EE SR g

AL F CR S BIEEAE R EA L BI5GRE - B RIERI 2R - AT
T A R 4 A PR I 2 e - ANEERARAE ~ FRREVERY - DUNS BRI BT R £ =
RIS - HoK - MEESECSTT RSB 5 - HELIMER S IR SRl - 28
R R TR R S it S MR [ Y TR EE PR BR 1T SRR B MR AT R B IR 5 T Hy
H o HAGRETHONERITE) - AR E R T BHRIE LRS- (OIS AHRR R
RUHEAE M iz fRIR

P % BB BRI 1986 £ B Az N F £ B % (Nicaraguav. US.) & % ° Case Concerning Military and
Paramilitary Activities in and Against Nicaragua (Nicaragua v. United States), 1986 1.CJ. 14.



o1
o~
a)
GB

% OV BBE—H

ASLNEAE H BB AR R - B Al B R L ETH RS OB, ZAH R HE AT Rk
B EBINER PRV L UG R (BT - EREENS - iiE%
JBIRAMEEDR - RERAEETH T 5 B MR P95 2RI AR ER - AR
HEIESEAAT - AP AR ) - PR R i i O AR E R 4 2 ry
HEMN - (HEERIGEE RN R -

T — %S - Bl & RS R =R AR - A T REFD B ERG
MRS IR AT ) DU T RGN R 2B AREE & » 8 LU R 2
1E BIFSRFR PR i el 2 52 - thfR R B AE B LR M AR L /T BIR Z A
IRENEER M DHERF 5 S A2 » ZREEIE—IIRAS - ASCERERE SRV g KRN e
BE—HkE © o > TEITERA A A - DT FUE MR R B R A A TR
HeflE o SSRZEFE L B BITER BRI - AMERTHI e R - R bRt
G R L RSB RRRI B - st & S A B 1R 52 BRI RETT R FEAETE - [
R i S8 ) iR A T TR oK B e U B e B R e o B 5 2 = s - {9F SR
SENAN IR R BGE T - IR E B L R EEERIR 2 BT REEN I -

e
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The Transition of Germany’s China Policy:

»

Traffic Light Coalition’s “Strategy on China
and the Grand Coalition’s China Policy

Yu-Chung Shen

Abstract

After Germany’s 2021 Federal Election, the Social Democratic Party became the largest party.
Olaf Scholz became the chancellor to form a center-left coalition cabinet so called “Traffic Light
Coalition”, which meant that the center-right coalition cabinet led by former Chancellor Angela
Merkel officially ended 16 years of rule. Germany’s China policy was already a diplomatic issue
that was hotly debated by all parties during the election. After the election, there was a rotation
of political parties, and how the traffic light coalition cabinet adjusted Germany’s China policy
became the focus of global attention. However, the global outbreak of the COVID-19 epidemic
and Russia’s invasion of Ukraine have delayed Germany’s adjustment to its China policy on the one
hand, and have also become incidental factors affecting the new China policy on the other. In the
end, the new version of the China Strategy Report was not officially announced until July 2023. The
new federal election was held in 2025. The CDU/CSU has regained the largest party again, and
Friedrich Merz has formed a new “Grand Coalition”. In response to the new cabinet and changes in

the international situation, Germany’s future ‘China strategy’ is worth paying attention to.

Keywords: Germany, strategy on China, traffic light coalition, grand coalition, Russia-Ukraine war
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Munich Security Report 2023 ) » Z3HT#5BIAE 2022 4 11 H - W@ # T B -
53 kit & R RS B R A 2 2 R KU » Frai Ay R - RZHPE TR ER
Hfg e R AR AL o eSS T EBER LR ) TR - Hrp RS
A R EEAG RGN T 6 53 » 3EE] 63 3+ EAHAERIZR P EEE —m (EXREA) -
FERRYIERA T - BT B SR . F ARSI R (BT R 8 43 ) -
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|1
HEH AR RE TSR
ER B REIEE EARI R AEER
Japan 71 0
Germany 63 +8
USA 61 +1
Canada 60 +3
UK 59 +6
South Africa 54 -4
France 53 +1
India 51 -1
Italy 50 -1
Brazil 45 -9
Ukraine 19 X

HH IR © Re:vision: Munich Security Report 2023 (pp. 43-56), by T. Bunde, S. Eisentraut, N. Knapp, L. Schiitte, J.
Hammelehle, I. Kump, A. Mudie-Mantz, and J. Pauly, 2023, Stiftung Miinchner Sicherheitskonferenz.

BRI - ST R AR R T B S DR B P T B R A R
£ 2020 - rfr 3t 20 AAHBHLIRT » 2 TTHERFBIA/NBUR R ERITRTE » PL5ERk 20 Kl
WETV A AR ERGER - 2EE VI EEEE - FEERIRSAT - R
ST RN R PO RIS - R A AN B R PR T B R E R S - E
HE L FEBRSEFRAEETIRDOR - o BRI A 555 L R T O S 5 B



MER / FEEREREECRAVER . THIAREHER | (PRI RSE TRAIME ) AERERD T 73

%+ SN GRS B S BE o DUALKT S o B SORE R B - [R]85 B 5 O 288
A o AERIE SR T ALRIGTERABER] - F AR IR~ R B P B AT A ER
B GR S EIERETT - 2022 5 6 H - JEFIZ AT (CERBSBE S ) (Strategic
Concept ) » BB ABALKIREHE ~ 22 B EAIPRER - W0A5 H o B AR
BUAHIESEETH - SEREIREETT - s TP BRI < R R LR R 3
FEBRALR - DUBCHH AR S s AR AU A BB R A di ] - BRAERI A B EERAT R 2t 7
B o R - REAVBUARRINRE AR - 1 2021 @R BTG
%o W DI RAE MR B T — sl o AR IRST » A AEZE - B
B CREI A - 1M E R R A~ Tem R - FEB MR RIS - BR T
REST 2O B RBIRREAL - Ry 2 R BB A i — R TR R IS A EE
Al (B RS ) B ERRE o TS P BN A HR A B R Ty R 5
o RIHE R AN BORA R Z BIEFE RSB LT B B -
AFCEIM T TSI SR T EIRF 2% /B Mercator Institute for China Studies
(LUTfEif# MERICS ) - Bkt B e S9EH - SO B Ra i (8 TR
i o AT R e 0 R B o KRy A E R S Sl R AR T - 5@t
AT BT EHEBEI TR © A - FEIERT Z IS & BUE R AT /5 2
o B R E TR ST o SE RSB E] - TRBIR S RERR T 5E ~ (SRR
PRPE R RRERE © AN - 305 5T 5 B L PERRE RE IR L i R R ST Y
Ja\fg - AHIFIEY - B TR TEBIERSE L R R - A0SR P BIAMEREHE - EER
TR VAt T e R B At - R 2K — HLHE BUAE DU AR AT 00 - RS
B AR EARF TR o [RIL - FHBIRERIS E RIAE TS AR ) R TR L - RS
FHE R BLE - Bk T R ) A9SRE  ERETT RG TR
R
DUy BB B E SR AR 8 - A DA R R MR RIS ~ B s RS SR DL B
B RS ECTFHYREAKTE » FEBA TR BORRERE P B URITRT R - E 5 - TR
[ B S o B AR B AT B AR A o B ARE P R o 5 A5 S BRSO A )

P OhE AR o 353k ¥ £ & MERICS 4 48 5% 57 BF Max]. Zenglein » 2538 BF /] 2023 427 A 20 B



74 @GR BBE—H

SRAMERF KPR PRIV RS 5 LB AREEL 5 FRAYE(E - SRS 22 R e o
SEREERIRERE - B LR R MR B R AR IE RS - BREARER LIRS
B o B R R DU B EGR TERAL G - INER 1 25 B S o B U R
J& o T HEE Y S AR - SR AUALARIE I S IR - ERRRAN B E AL Ry i I YR AY
Baerbock (ifsdd) HILAMR - BEINAENL 18 hEig sty o - B P B RS ~ ¥
FHITTFHGEE - DT R BB Ay RS th M2 oG - P B = HE e
BB HHT AR AEEE Scholz (SPD) EIMR Baerbock (ki) FHA 2ZhAIRFIE -
BRSNS - AU i R E LR AT AURACE - TSP B AREAS I ME RS A
TAAEEE ERER - BIERES S BF 22 TP B B e ~ B PAE HR Al
01 ] SR T P ST AT 5 P P SE S T SR 3 (R S e 2 8 S 1 3 v RS e [
R o

Bt~ PR RS D) 1928456 By

2023 57 H 13 H » fEEEFR 4 12 1 00 » HEEFSYME B R Annalena Baerbock
(%k& ) - 17[5] Nils Schmid (SPD) ~ Nicolas Zippelius (CDU) S IR &g S -
1244 #H MERICS FIBHECE G » MIER R 7 RE 64 HIY (RIS ) - i
s T DR IR HE R A ERL T BIRY At - thlE o R RE A s SUE PR A AR
BEGI S - TR (PRI ) - ATDERAERE 6 H B kg i
BRFt > DL TR ) (de-risking) fFRy il - KEE BRI Hh BRI 74 28 7 Ky
PRPE ~ BEFLURCRIETE ST (partner, competitor and systemic rival ) =H7E5 o £
AGIHTEGT SCALART » ] LSEEE B IS S DART - PRI SRS - DU TS
TRV BRI RS R B -

—  BR2W - BMENE THHERERT

HE b FAE 2021 FRLMRER S IR L2 - s EASTE S & TR E
BOR - AEHREGE L A E S E AR A e AL o SR BIRYE L
KL - A EE 2014 FEE VTR SRR - RS NIRRT T 27 RS AR



MER / FEEREREPCRAVEE . THIAREHER | (UM RSEE TRAIMEE ) A RBERDT 75

R SRR THRIE TR T T, o S0 - BEIR L S AR
— 5 THI R A ST A5 T RE AR+ T SEE AR U b T S ey B e [ 58 A 1
£ o RGBS BT R e SR R BESRFRYRZ 28 N » IN E = B RSB i275R - DA
FEERFBR B RS A RIS AU HIE T - G (HPEIRNS ) RS KR AR B IE
—H #2023 4 7 HA RSN - BHEERE SR E2RERNT 2 LA -

DUy BUBLEE 3R o BT (K - IRIREE WIRE IS s R SRy o st B
R ATER SR WIRE SN B, - SR BUEZRTE » ALK& AR - fkEn]
DU i te b 1 sR A DT IR B - SSEERHA] - AREEAVREE % A A. Baerbock (1
RIS BUN RSN AR ) SUE ARERIR » Bk — H 2 EHASTBURT - ¥
HH ] PR SR ISEHY B S R © Baerbock £ S Fy f BRI SR & » BB FRBURF ]
SIHTECR A —ER s B BN AERE - METE 2022 23 H ST RRR
Baerbock EIRF L AR FRBUR SN AR R B 3 A BHFR » B P BRI IR TR B T8 R
ARSI - RF e ERTHIR T R EOR » 1% - AE 2022 58 10 HIBOUAYEIRS FZd
SUEEEER © T EBSM AR E R - KR B Ry SRR PR ~ B EAIR
BT - FHLHEBEE, - HE THEGARENBEIRZ 2T - KRB
WEAKfE - AR L I T TR

TEEE NHBRFEREUR - & = (A B R RIS IR o A =B S RO SE
WTBE RS IR - T ESMNEBCRAYUCRELRIET - HREE S = B 21
Rl B R KR R AR E AR S » S A RSP IRE IR < 38 2 A SRt
BT B e AT R R AR E N o ARIR BRI ASA  F B  f
5 (Bundesministerium fiir wirtschaftliche Zusammenarbeit und Entwicklung ) - ¥ & #f
/N2 AT Dr. Frank Meerkamp HYGGERFEH » ik REAHBR RS EL H REL - KRy 2 56
—RKE - [F]IRF AR T R - AN REM AR ~ Z04s ~ ARE ~ S1h32 ~ BR3E ~ BE
Yoo oo B TEBRFEE - PREMEEE ISR EZ R » KIBLESE R IRSF <
R - SR A R ORI SRR AR - ME BRI AR & P B B
Jle—25 ik B A S B A B S S LA - SRR R - BR TS IR

Y ARBR A BB A (2022) o



76 QN EIGH T EBE—H

B ERIRFSEE M TR - ik R AR AR S MR DL R S FBUR A RE A — By S
il o R IR B PR BR ~ HIETHTHY R BRI - Bhit RESGRE—HIEFE
K TAE - # 2 EH %2 Ripsman ~ Taliaferro » Lobell 57823 ¥ 57 1 B B - 2 T =L
R R ZRRE SR AT - S8 B A AR R AR A I T A R R U5 TS 3 BRI
R B2 T EIBUAHIE ) BRI o TIRSRE 7 SR AR ~ A EREeE
BhE R R BRIV ILES - A S T S8 = ) DUR "B SE 5 B9k -
PRI - DOy BB 32K 0 AT Scholz AREH LS RL AR ik &5 P P 34 o B SO
BIHVRETE - I HENRPRSE R EA S AN (FREIRS S ) - M EEmE R -

(BRI S ) AUFR Y - B REGER - TR (B FEUN ) B
e (BRRECEL) AYbeha - 28 R e B R B A B SR il — B85 - PN B
HhZ L RIADIR SR » UGB BRI EEERTR - i fERI R AR (R
BIEE RS ) o AR R TEEL DT o i HoAth 250 H B RS BORN IR - #1828
A ~ B BCEAKHG T B AS AR THIET

SRBISER - WA R R E RN SRR BRI — EA AR ER - B
BRI FDP HyERL - BEFSHA G R: Christian Lindner SRR » AR RIS o Bl b
B S - HETERER - HAR TS L EEBMG R o 8 BRI A RN & oL
ZIFIFR B R 58 25 IR GR - AE S s ] R R BRI U5 I skER %8 - RE L
TR FAEEKRE - H 2016 LUK » HE—EH 2 EBIRARIE 5 - %P5
[ ¥ 51 21 T WA AR 10% - BTG AE 2021 SRR B AHEE 2,450 (EEOT » 2R 400
BT (T 1,420 fF - {111 1,030 f5) - FHCHIBIFE RIS #e & B LR - Rk
2021 FERYEE - PRI R EIRV I E AR - SR B A TR R B NS L
% (Miiller, 2022) © FRAKHE 2023 FHYERL » IS\ FIEH TR B i KRS S % 1
TR R B 5 0 22 R Ry 584 fEBOT (HEITHY 1,557 EBAUT ; HITI#9 973 (BT ) »
B H 1950 FLIKE S “EmINE 5 (CB—m Rl —8 2022 1Y 861 [EEOTY
72) o BHRIETR RN S R B - T H TR S R BB RS -

K #R B2 MERICS fif 5% B RUGHIFRTE H » TEEIF S Bl rh B B 2% - LH 2R H
TR AHBARYBE IR B B AE S - HATEIET 2 G 3 B T RURS G - (T
SR R B L RSN A ) - BN TE RIS aREg - i



MER / FEEEREECRAVEE : [HIHREMER ) AMEEIRRSE (RIS WERBRD T 77

0 P R g 2 A B 0+ S R o B o [ AR A S SRS B R — T <
{48 MERICS $E ity S PF B R EL BB 2R - R BT BN R S I S &R DL - 1
2000 -2 2023 £F > PEEBIN SRR E S > DIl E - S2aHEE] 756 [FEOT -
TREEE — - REHET] 332 BT © DIBCHBIZKE - fEEIEME—— &5 300 {FEX
JCRIBISR - SEEERHBERR 1 8 o e B B G R B AR © rh B E BN 2%
BEIRDL - G2 4 -

4
AR EVIERISETRERET (2000-2023 F) -

7 HEEUT

Together the UK, Germany and France account for more than half o
of all Chinese investment in Europe
Cumulative volume (2000 - 202 3), in EUR billion
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United Kingdon
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Source: Rhodium Group

A#H R IR : Dwindling Investments Become More Concentrated - Chinese FDI in Europe: 2023 Update, by A. Kratz,
M. J. Zenglein, A. Brown, G. Sebastian, and A. Meyer, 2024, Mercator Institute for China Studies (https://
merics.org/en/report/dwindling-investments-become-more-concentrated-chinese-fdi-europe-2023-update).
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